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Summary

CVE CVE-2011-4447

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-06 16:55:00 UTC

Updated 2020-03-18 17:37:00 UTC

Description The "encrypt wallet" feature in wxBitcoin and bitcoind 0.4.x before 0.4.1, and 0.5.0rc, does not properly interact with the deletion functionality of BSDDB, which allows context-dependent attackers to obtain unencrypted private keys from Bitcoin wallet files by bypassing the BSDDB interface and reading entries that are marked for deletion.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bitcoin Bitcoin Core 0.4.0 All All All

Application Bitcoin Bitcoin Core 0.4.1 rc6 All All

Application Bitcoin Bitcoin Core 0.5.0 rc All All

Application Bitcoin Bitcoin Core 0.4.0 All All All

Application Bitcoin Bitcoin Core 0.4.1 rc6 All All

Application Bitcoin Bitcoin Core 0.5.0 rc All All

Application Bitcoin Wxbitcoin 0.4.0 All All All

Application Bitcoin Wxbitcoin 0.4.1 rc6 All All

Application Bitcoin Wxbitcoin 0.5.0 rc All All

Application Bitcoin Wxbitcoin 0.4.0 All All All

Application Bitcoin Wxbitcoin 0.4.1 rc6 All All

Application Bitcoin Wxbitcoin 0.5.0 rc All All
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bitcointalk.org/index.php CONFIRM bitcointalk.org

Common Vulnerabilities and Exposures - Bitcoin CONFIRM en.bitcoin.it Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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