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Summary

CVE CVE-2011-4502

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-22 11:55:00 UTC

Updated 2013-01-24 05:00:00 UTC

Description The UPnP IGD implementation in Edimax EdiLinux on the Edimax BR-6104K with firmware before 3.25, Edimax 6114Wg, Canyon-Tech CN-WF512 with firmware 1.83, Canyon-Tech CN-WF514 with firmware 2.08, Sitecom WL-153 with firmware before 1.39, and Sweex LB000021 with firmware 3.15 allows remote attackers to execute arbitrary commands via shell metacharacters.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Canyon-tech Cn-wf512 - All All All

Hardware Canyon-tech Cn-wf512 - All All All

Operating System Canyon-tech Cn-wf512 Router Firmware 1.83 All All All

Operating System Canyon-tech Cn-wf512 Router Firmware 1.83 All All All

Hardware Canyon-tech Cn-wf514 - All All All

Hardware Canyon-tech Cn-wf514 - All All All

Operating System Canyon-tech Cn-wf514 Router Firmware 2.08 All All All

Operating System Canyon-tech Cn-wf514 Router Firmware 2.08 All All All

Hardware Edimax 6114wg - All All All

Hardware Edimax 6114wg - All All All

Operating System Edimax 6114wg Router Firmware 1.83 All All All

Operating System Edimax 6114wg Router Firmware 2.08 All All All

Operating System Edimax 6114wg Router Firmware 1.83 All All All

Operating System Edimax 6114wg Router Firmware 2.08 All All All

Hardware Edimax Br-6104k - All All All

Hardware Edimax Br-6104k - All All All

Operating System Edimax Br-6104k Router Firmware 3.21 All All All
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Operating System Edimax Br-6104k Router Firmware 3.21 All All All

Operating System Edimax Br-6104k Router Firmware 3.21 All All All

Hardware Sitecom Wl-153 - All All All

Hardware Sitecom Wl-153 - All All All

Operating System Sitecom Wl-153 Router Firmware 1.31 All All All

Operating System Sitecom Wl-153 Router Firmware 1.34 All All All

Operating System Sitecom Wl-153 Router Firmware 1.31 All All All

Operating System Sitecom Wl-153 Router Firmware 1.34 All All All

Hardware Sweex Lb000021 - All All All

Hardware Sweex Lb000021 - All All All

Operating System Sweex Lb000021 Router Firmware 3.15 All All All

Operating System Sweex Lb000021 Router Firmware 3.15 All All All

References

Reference Source Link Tags

US-CERT Vulnerability Note VU#357851 - UPnP requests accepted over router WAN interfaces CERT-VN www.kb.cert.org US Government Resource

UPnP Hacks: Possibly vulnerable devices MISC www.upnp-hacks.org

UPnP Hacks: Vulnerable UPnP IGD devices MISC www.upnp-hacks.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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