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Summary

CVE CVE-2011-4538

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-09 19:15:00 UTC

Updated 2020-03-10 19:55:00 UTC

Description Lexmark X, W, T, E, and C devices before 2012-02-09 allow attackers to obtain sensitive information by reading passwords within exported settings.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark C540 - All All All

Hardware Lexmark C540 - All All All

Operating System Lexmark C540 Firmware All All All All

Hardware Lexmark C543 - All All All

Hardware Lexmark C543 - All All All

Operating System Lexmark C543 Firmware All All All All

Hardware Lexmark C544 - All All All

Hardware Lexmark C544 - All All All

Operating System Lexmark C544 Firmware All All All All

Hardware Lexmark C546 - All All All

Hardware Lexmark C546 - All All All

Operating System Lexmark C546 Firmware All All All All

Hardware Lexmark C734 - All All All

Hardware Lexmark C734 - All All All

Operating System Lexmark C734 Firmware All All All All

Hardware Lexmark C736 - All All All

Hardware Lexmark C736 - All All All
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Hardware Lexmark C736 - All All All

Operating System Lexmark C736 Firmware All All All All

Hardware Lexmark E260 - All All All

Hardware Lexmark E260 - All All All

Operating System Lexmark E260 Firmware All All All All

Hardware Lexmark E360 - All All All

Hardware Lexmark E360 - All All All

Operating System Lexmark E360 Firmware All All All All

Hardware Lexmark E460 - All All All

Hardware Lexmark E460 - All All All

Operating System Lexmark E460 Firmware All All All All

Hardware Lexmark E462 - All All All

Hardware Lexmark E462 - All All All

Operating System Lexmark E462 Firmware All All All All

Hardware Lexmark T650 - All All All

Hardware Lexmark T650 - All All All

Operating System Lexmark T650 Firmware All All All All

Hardware Lexmark T652 - All All All

Hardware Lexmark T652 - All All All

Operating System Lexmark T652 Firmware All All All All

Hardware Lexmark T654 - All All All

Hardware Lexmark T654 - All All All

Operating System Lexmark T654 Firmware All All All All

Hardware Lexmark W850 - All All All

Hardware Lexmark W850 - All All All

Operating System Lexmark W850 Firmware All All All All

Hardware Lexmark X363 - All All All

Hardware Lexmark X363 - All All All

Operating System Lexmark X363 Firmware All All All All

Hardware Lexmark X364 - All All All

Hardware Lexmark X364 - All All All

Operating System Lexmark X364 Firmware All All All All

Hardware Lexmark X463 - All All All

Hardware Lexmark X463 - All All All

Operating System Lexmark X463 Firmware All All All All

Hardware Lexmark X464 - All All All
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Hardware Lexmark X464 - All All All

Operating System Lexmark X464 Firmware All All All All

Hardware Lexmark X466 - All All All

Hardware Lexmark X466 - All All All

Operating System Lexmark X466 Firmware All All All All

Hardware Lexmark X543 - All All All

Hardware Lexmark X543 - All All All

Operating System Lexmark X543 Firmware All All All All

Hardware Lexmark X544 - All All All

Hardware Lexmark X544 - All All All

Operating System Lexmark X544 Firmware All All All All

Hardware Lexmark X546 - All All All

Hardware Lexmark X546 - All All All

Operating System Lexmark X546 Firmware All All All All

Hardware Lexmark X651 - All All All

Hardware Lexmark X651 - All All All

Operating System Lexmark X651 Firmware All All All All

Hardware Lexmark X652 - All All All

Hardware Lexmark X652 - All All All

Operating System Lexmark X652 Firmware All All All All

Hardware Lexmark X654 - All All All

Hardware Lexmark X654 - All All All

Operating System Lexmark X654 Firmware All All All All

Hardware Lexmark X656 - All All All

Hardware Lexmark X656 - All All All

Operating System Lexmark X656 Firmware All All All All

Hardware Lexmark X658 - All All All

Hardware Lexmark X658 - All All All

Operating System Lexmark X658 Firmware All All All All

Hardware Lexmark X734 - All All All

Hardware Lexmark X734 - All All All

Operating System Lexmark X734 Firmware All All All All

Hardware Lexmark X736 - All All All

Hardware Lexmark X736 - All All All

Operating System Lexmark X736 Firmware All All All All

Hardware Lexmark X738 - All All All
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Hardware Lexmark X738 - All All All

Hardware Lexmark X738 - All All All

Operating System Lexmark X738 Firmware All All All All

Hardware Lexmark X860 - All All All

Hardware Lexmark X860 - All All All

Operating System Lexmark X860 Firmware All All All All

Hardware Lexmark X862 - All All All

Hardware Lexmark X862 - All All All

Operating System Lexmark X862 Firmware All All All All

Hardware Lexmark X864 - All All All

Hardware Lexmark X864 - All All All

Operating System Lexmark X864 Firmware All All All All

References

Reference Source Link Tags

contentdelivery.lexmark.com/webcontent/CVE-2011-4538.pdf MISC contentdelivery.lexmark.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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