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Multiple cross-site scripting (XSS) vulnerabilities in XOOPS 2.5.1.a, and possibly earlier versions, allow remote attackers to
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Xoops Xoops 2.0.13.2 All All All
Xoops Xoops 2.0.14 All All All
Xoops Xoops 2.0.14 rci All All
Xoops Xoops 2.0.15 All All All
Xoops Xoops 2.0.16 All All All
Xoops Xoops 2.0.17 All All All
Xoops Xoops 2.0171 All All All
Xoops Xoops 2.0.17.1 rc All All
Xoops Xoops 2.0171 rc2 All All
Xoops Xoops 2.0.18 All All All
Xoops Xoops 2.0.18 rc All All
Xoops Xoops 2.0.18.1 All All All
Xoops Xoops 2.0.18.1 rc All All
Xoops Xoops 2.0.18.2 All All All
Xoops Xoops 2.0.2 All All All
Xoops Xoops 2.3.0 All All All
Xoops Xoops 2.31 All All All
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Application Xoops Xoops 242 All All All

Application Xoops Xoops 243 All All All

Application Xoops Xoops 244 All All All

Application Xoops Xoops 2.4.5 All All All

Application Xoops Xoops 25.0 All All All

Application Xoops Xoops 2.5.1 All All All

Application Xoops Xoops All All All All

Reference Source Link

XOOPS 2.5.3 Final Released - XOOPS - XOOPS News :: XOOPS Web Application System CONFIRM  xoops.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.cc
Xoops Cross-Site Scripting and Script Insertion Vulnerabilities - Secunia.com SECUNIA  secunia.com

XOOPS HTML Injection and Cross Site Scripting Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.cc
Cross-site Scripting (XSS) Vulnerabilities in XOOPS - HTB23042 Security Advisory | ImmuniWeb  MISC www.htbridge.ch

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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