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CVE CVE-2011-4575
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-05 23:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Cross-site scripting (XSS) vulnerability in the JMX console in JBoss Enterprise Application Platform (EAP) before 5.2.0, We

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 5.2.0 All All All


https://cve.report/
https://cve.report/CVE-2011-4575/mitre
https://cve.report/CVE-2011-4575/nist
https://cve.report/CVE-2011-4575/cve_org
https://cve.report/api/cve/CVE-2011-4575.json
https://cve.report/CVE-2011-4575.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform

Application Redhat Jboss Enterprise Brms Platform All All All All

Application Redhat Jboss Enterprise Web Platform 5.2.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Soul
JBoss Enterprise Application Platform CVE-2011-4575 HTML Injection Vulnerability af85:
Red Hat Customer Portal af8s:
Security Advisory SA51984 - Red Hat update for JBoss Enterprise Application Platform and JBoss Enterprise Web Platform - Secunia  af85:
Security Advisory SA52054 - Red Hat update for JBoss Enterprise BRMS Platform - Secunia af85
www.osvdb.org/89578 af85:
Red Hat Customer Portal af8s:
Red Hat Customer Portal af85:
Red Hat Customer Portal af8s:
Red Hat Customer Portal af8s:
760387 — (CVE-2011-4575) CVE-2011-4575 JMX Console: XSS in invoke operation af85:
Red Hat Customer Portal af8s:
Red Hat Customer Portal af8s:
Red Hat Customer Portal af8s:
Red Hat Customer Portal af8s:
Red Hat Customer Portal MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal - Access to 24x7 support and knowledge MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal - Access to 24x7 support and knowledge MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal MITF
Red Hat Customer Portal MITF
CVE-2011-4575 - Red Hat Customer Portal MITF
CVE Program record CVE
NVD vulnerability detail NVD
< ]



http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_brms_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_web_platform
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/57548
http://rhn.redhat.com/errata/RHSA-2013-0221.html
http://secunia.com/advisories/51984
http://secunia.com/advisories/52054
http://www.osvdb.org/89578
http://rhn.redhat.com/errata/RHSA-2013-0194.html
http://rhn.redhat.com/errata/RHSA-2013-0191.html
http://rhn.redhat.com/errata/RHSA-2013-0193.html
http://rhn.redhat.com/errata/RHSA-2013-0196.html
https://bugzilla.redhat.com/show_bug.cgi?id=760387
http://rhn.redhat.com/errata/RHSA-2013-0192.html
http://rhn.redhat.com/errata/RHSA-2013-0197.html
http://rhn.redhat.com/errata/RHSA-2013-0198.html
http://rhn.redhat.com/errata/RHSA-2013-0195.html
https://access.redhat.com/errata/RHSA-2013:0191
https://access.redhat.com/errata/RHSA-2013:0192
https://access.redhat.com/errata/RHSA-2013:0193
https://access.redhat.com/errata/RHSA-2013:0194
https://access.redhat.com/errata/RHSA-2013:0195
https://access.redhat.com/errata/RHSA-2013:0196
https://access.redhat.com/errata/RHSA-2013:0197
https://access.redhat.com/errata/RHSA-2013:0198
https://access.redhat.com/errata/RHSA-2013:0221
https://access.redhat.com/errata/RHSA-2013:0533
https://access.redhat.com/security/cve/CVE-2011-4575
https://www.cve.org/CVERecord?id=CVE-2011-4575
https://nvd.nist.gov/vuln/detail/CVE-2011-4575

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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