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Certain versions of Phpmyadmin from Phpmyadmin contain the
following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in phpMyAdmin 3.4.x
before 3.4.8 allow remote attackers to inject arbitrary web script or
HTML via (1) a crafted database name, related to the Database
Synchronize panel; (2) a crafted database name, related to the
Database rename panel; (3) a crafted SQL query, related to the table

overview panel; (4) a crafted SQL query, related to the view creation dialog; (5) a crafted
column type, related to the table search dialog; or (6) a crafted column type, related to the
create index dialog.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

phpMyAdmin / None tools Exploit

Patch

phpmyadmin.git.sourceforge.net

text/html

 CONFIRM phpmyadmin.git.sourceforge.net/git/gitweb.cgi?
p=phpmyadmin/phpmyadmin;a=commitdiff;h=dac8d6ce256333ff45b5f46270304b8657452740

SourceForge -
phpmyadmin/phpmyadmin/commitdiff

Patch

phpmyadmin.git.sourceforge.net

text/xml

 CONFIRM phpmyadmin.git.sourceforge.net/git/gitweb.cgi?
p=phpmyadmin/phpmyadmin;a=commitdiff;h=077c10020e349e8c1beb46309098992fde616913

phpMyAdmin - Security - PMASA-
2011-18

Patch

Vendor Advisory

 CONFIRM www.phpmyadmin.net/home_page/security/PMASA-2011-18.php
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2011-18 Vendor Advisory

www.phpmyadmin.net

text/html

phpMyAdmin / None tools Exploit

Patch

phpmyadmin.git.sourceforge.net

text/html

 CONFIRM phpmyadmin.git.sourceforge.net/git/gitweb.cgi?
p=phpmyadmin/phpmyadmin;a=commitdiff;h=1490533d91e9d3820e78ca4eac7981886eaea2cb

Support / Security / Advisories / /
MDVSA-2011:198 | Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2011:198

SourceForge -
phpmyadmin/phpmyadmin/commitdiff

Exploit

Patch

phpmyadmin.git.sourceforge.net

text/xml

 CONFIRM phpmyadmin.git.sourceforge.net/git/gitweb.cgi?
p=phpmyadmin/phpmyadmin;a=commitdiff;h=b289fe082441dc739939b0ba15dae0d9dc6cee92

[SECURITY] Fedora 16 Update:
phpMyAdmin-3.4.8-1.fc16

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2011-16768

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 3.4.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.1 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.2 All All All

Application Phpmyadmin Phpmyadmin 3.4.4.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.5.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.6.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.7.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.1 All All All

Application Phpmyadmin Phpmyadmin 3.4.3.2 All All All

Application Phpmyadmin Phpmyadmin 3.4.4.0 All All All
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← Previous ID Next ID→

Application Phpmyadmin Phpmyadmin 3.4.5.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.6.0 All All All

Application Phpmyadmin Phpmyadmin 3.4.7.0 All All All

No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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