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AVNACMAUNCRPIAP Certain versions of Php from Php contain the following vulnerability:

Session fixation vulnerability in the Sessions subsystem in PHP before
5.5.2 allows remote attackers to hijack web sessions by specifying a
session ID.

CVE-2011-4718 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

208.43.231.11 Git - php- [ Patch | 2) CONFIRM git.php.net/?p=php-
src.git/commit src.git;a=commit;h=169b78eb79b0e080b67f9798708eb3771c6d0b2f

PHP :: You must be logged in MISC bugs.php.net/bug.php?id=60491

208.43.231.11 Git - php- [ Patch | ) CONFIRM git.php.net/?p=php-
src.git/commit src.git;a=commit;h=25e8fcc88fa20dc9d4c47184471003f436927cde

PHP: rfc:strict_sessions [PHP MISC wiki.php.net/rfc/strict_sessions

Wik

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/
https://cve.report/CVE-2011-4718/mitre
https://cve.report/CVE-2011-4718/nist
https://cve.report/CVE-2011-4718/cve_org
https://cve.report/CVE-2011-4718.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.php.net/?p=php-src.git;a=commit;h=169b78eb79b0e080b67f9798708eb3771c6d0b2f
https://bugs.php.net/bug.php?id=60491
http://git.php.net/?p=php-src.git;a=commit;h=25e8fcc88fa20dc9d4c47184471003f436927cde
https://wiki.php.net/rfc/strict_sessions
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:php:php:5.0.0:** "

Skukakak kK.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skukkakkuk.

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skukakuk kK.

cpe:2.3:a:php:php:5.0.0:betal:*:*:*:*:*:*:
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5.5.0

5.5.0

55.0

5.5.0

55.0

5.5.0
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Skkkukakuk,

cpe:2.3:a:php:php:5.0.0:re3: " "%

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:* %

cpe:2.3:a:php:php:5.0.3:*:* "

cpe:2.3:a:php:php:5.0.4:*

cpe:2.3:a:php:php:5.0.5:* "

cpe:2.3:a:php:php:5.1.0:*

cpe:2.3:a:php:php:5.1.1 7

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:5.1.3: " "™

cpe:2.3:a:php:php:5.1.4: %"

cpe:2.3:a:php:php:5.1.5: %" "™

cpe:2.3:a:php:php:5.1.6:" %" %"

cpe:2.3:a:php:php:5.2.0: %" %"

cpe:2.3:a:php:php:5.2.1 %" "™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.15: " ™

L

cpe:2.3:a:php:php:5.2.16:*:":* "™
cpe:2.3:a:php:php:5.2.17:%:%* ™
cpe:2.3:a:php:php:5.2.2:* % " %
cpe:2.3:a:php:php:5.2.3:* % "

cpe:2.3:a:php:php:5.2.4:* % "

cpe:2.3:a:php:php:5.2.5: "™



cpe:2.3:a:php:php:5.2.6:* "™

cpe:2.3:a:php:php:5.2.7: ™

cpe:2.3:a:php:php:5.2.8:* "

cpe:2.3:a:php:php:5.2.9:* "

cpe:2.3:a:php:php:5.3.0:*

cpe:2.3:a:php:php:5.3.1 "

LRk ak kR akak.

cpe:2.3:a:php:php:5.3.10:* %

cpe:2.3:a:php:php:5.3.20:* """

cpe:2.3:a:php:php:5.3.3:* "

cpe:2.3:a:php:php:5.3.4:* % "

cpe:2.3:a:php:php:5.3.5:% % "

e m P Al len T A A kk ok kk k.



cpe:2.3:a:php:php:5.3.7: "™

cpe:2.3:a:php:php:5.3.8:* """

cpe:2.3:a:php:php:5.3.9:*

cpe:2.3:a:php:php:5.4.0:*

cpe:2.3:a:php:php:5.4.1

cpe:2.3:a:php:php:5.4.2: %" %"
cpe:2.3:a:php:php:5.4.3: %" %"
cpe:2.3:a:php:php:5.4.4:* %"= "
cpe:2.3:a:php:php:5.4.5: %" %"
cpe:2.3:a:php:php:5.4.6: %" "
cpe:2.3:a:php:php:5.4.7:* % "
cpe:2.3:a:php:php:5.4.8: %"
cpe:2.3:a:php:php:5.4.9:* % "
cpe:2.3:a:php:php:5.5.0:alphat:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:php:php:5.5.0:alpha3:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:a:php:php:5.5.0:alphad:*:*:*:*:*:*:



Skk ok kkuk,

cpe:2.3:a:php:php:5.5.0:beta2:*:*:*:*:*:*:

Skk ok k Lk ak,

cpe:2.3:a:php:php:5.5.0:betad:*:*:**:*:*:

Skk ok ak ok uk,

cpe:2.3:a:php:php:5.5.0:betad:*:*:**:*:*:

Skk ok kk k.

cpe:2.3:a:php:php:5.5.0:rc2:*:**:**:*:

cpe:2.3:a:php:php:5.0.0:*:*

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:betat :**:***:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1: %"

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: %" %"

cpe:2.3:a:php:php:5.0.4: %" "

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0:* % "

cpe:2.3:a:php:php:5.1.1: % "

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3:* %"

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:%

cpe:2.3:a:php:php:5.1.6:** "



cpe:2.3:a:php:php:5.2.0:* "™

cpe:2.3:a:php:php:5.2.1 7

dkak kR Lk akak.

cpe:2.3:a:php:php:5.2.10:*

cpe:2.3:a:php:php:5.2.2:** 7 "

cpe:2.3:a:php:php:5.2.3: %" "™

cpe:2.3:a:php:php:5.2.4: %"= "

cpe:2.3:a:php:php:5.2.5: %" "™

cpe:2.3:a:php:php:5.2.6:* %" "*:

cpe:2.3:a:php:php:5.2.7: %"= "

cpe:2.3:a:php:php:5.2.8: %" "

cpe:2.3:a:php:php:5.2.9: %" "

cpe:2.3:a:php:php:5.3.0: " %"

cpe:2.3:a:php:php:5.3.1: " "™

dkukakkakakak.

cpe:2.3:a:php:php:5.3.11 " =

dkkakkakakak.

cpe:2.3:a:php:php:5.3.12:% % ™

dkkakkakakak.

cpe:2.3:a:php:php:5.3.13: % ™

R

cpe:2.3:a:php:php:5.3.14:%:%* ™

dkkak Lk akakuk.

cpe:2.3:a:php:php:5.3.15: % ™

dkakakkakakak.

cpe:2.3:a:php:php:5.3.16:*:** ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.3.17: % ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.3.18: " "



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.3.19: " "

cpe:2.3:a:php:php:5.3.2: "™

LRk kR Rk k.

cpe:2.3:a:php:php:5.3.20:*

LRk kR Lk akak,

cpe:2.3:a:php:php:5.3.22:**** "

LRk ok akakakak.

cpe:2.3:a:php:php:5.3.23:*** "

Lk kR kR ok ak,

cpe:2.3:a:php:php:5.3.24:***

dk Kk kR akak.

cpe:2.3:a:php:php:5.3.25: 1 "

LRk ak kR akak.

cpe:2.3:a:php:php:5.3.26:* """

LRk ak kR akak.

cpe:2.3:a:php:php:5.3.27:**** "%

cpe:2.3:a:php:php:5.3.3:" %" "™

cpe:2.3:a:php:php:5.3.4: %" "™

cpe:2.3:a:php:php:5.3.5: %" "™

cpe:2.3:a:php:php:5.3.6:" """

cpe:2.3:a:php:php:5.3.7: %" "™

cpe:2.3:a:php:php:5.3.8: %" "™

cpe:2.3:a:php:php:5.3.9: " "™

cpe:2.3:a:php:php:5.4.0:" %" "

cpe:2.3:a:php:php:5.4.1: %" "

dkukakkakakak.

cpe:2.3:a:php:php:5.4.12:%:% ™

akLk Lk okakuk.

cpe:2.3:a:php:php:5.4.12:rc1: %"

akakkakakuk.

cpe:2.3:a:php:php:5.4.12:rc2:%:": "

R

cpe:2.3:a:php:php:5.4.13:%:% ™

dkak Lk okakuk.

cpe:2.3:a:php:php:5.4.13:rc1: "%

Sk Kk Lk akakuk.

cpe:2.3:a:php:php:5.4.14*:%* x>

akakkakakuk.

cpe:2.3:a:php:php:5.4.14:rc1 "



KRk okukuk.

cpe:2.3:a:php:php:5.4.15:rct:

KRk ok kuk.

cpe:2.3:a:php:php:5.4.16:rct1: "

cpe:2.3:a:php:php:5.4.2:* "

cpe:2.3:a:php:php:5.4.3:*

cpe:2.3:a:php:php:5.4.4:

cpe:2.3:a:php:php:5.4.5:"

cpe:2.3:a:php:php:5.4.6:*:* "

cpe:2.3:a:php:php:5.4.7:*

cpe:2.3:a:php:php:5.4.8:* """

cpe:2.3:a:php:php:5.4.9:****

Kk kR akak.

cpe:2.3:a:php:php:5.5.0:alphat:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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