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CVE CVE-2011-4723
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-20 11:55:00 UTC
Updated 2023-04-26 18:55:00 UTC
Description The D-Link DIR-300 router stores cleartext passwords, which allows context-dependent attackers to obtain sensitive inform

/ |

1|

Risk And Classification

|
EPSS: 0.127260000 probability, percentile 0.939690000 (date 2026-04-02)

CISA KEV: Listed on 2022-09-08; due 2022-09-29; ransomware use Unknown
Problem Types: CWE-310

CISA Known Exploited Vulnerability

Vendor D-Link

Product DIR-300 Router

Name D-Link DIR-300 Router Cleartext Storage of a Password Vulnerability
Required Action The impacted product is end-of-life and should be disconnected if still in use.
Notes https://www.dlink.com/uk/en/support/product/dir-300-wireless-g-router;

https://nvd.nist.gov/vuln/detail/CVE-2011-4723

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware D-link Dir-300 All All All All
Hardware D-link Dir-300 All All All All
Hardware Dlink Dir-300 All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379466 For Vulnerability CVE-2011-4723
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