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AVNACLAUNCCICAC Certain versions of Windows from Microsoft contain the following
’ vulnerability:

The Server Administration Panel in Parallels Plesk Panel
10.2.0_build1011110331.18 omits the Content-Type header's charset
parameter for certain resources, which might allow remote attackers to
have an unspecified impact by leveraging an interpretation conflict
involving account/power-mode-logout and certain other files. NOTE: it
is possible that only clients, not the Plesk product, could be affected by this issue.

CVE-2011-4732 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
IBM X-Force Exchange € XF plesk-server-charset-

unspecified(72327)

CVE-2011-4725, CVE-2011-4726, CVE-2011-4727, CVE-2011-4728, =3 MISC xss.cx/examples/plesk-
CVE-2011-4729, CVE-2011-4730, CVE-2011-4731, CVE-2011-4732, reports/plesk-redhat-el6-psa-
CVE-2011-4733, Plesk Parallels Panel Version psa 10.2.0-build-1011110331.18-xss-
v10.2.0_build1011110331.18 os_RedHat el6, Burp Suite Pro 1.4.1 sqli-cwe79-cwe89-javascript-

injection-exception-example-poc-
report-paros-burp-suite-pro-
1.4.1.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/CVE-2011-4732/mitre
https://cve.report/CVE-2011-4732/nist
https://cve.report/CVE-2011-4732/cve_org
https://cve.report/CVE-2011-4732.pdf
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/72327
http://xss.cx/examples/plesk-reports/plesk-redhat-el6-psa-10.2.0-build-1011110331.18-xss-sqli-cwe79-cwe89-javascript-injection-exception-example-poc-report-paros-burp-suite-pro-1.4.1.html

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application
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System
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System

cpe:2.3:0:microsoft:windows

Vendor

Microsoft

Microsoft

Parallels

Parallels

Redhat

Redhat

Product

Windows

Windows

Parallels Plesk Panel
Parallels Plesk Panel

Enterprise Linux

Enterprise Linux

dkak kR kLR kK,

Version

All

All

10.2.0_build1011110331.18
10.2.0_build1011110331.18

6.0

6.0

cpe:2.3:a:parallels:parallels_plesk_panel:10.2.0_build1011110331.18: " :**::

cpe:2.3:a:parallels:parallels_plesk_panel:10.2.0_build1011110331.18: " :*:*::

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:**:*:*:

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:**:*:*:
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