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CVE-2011-4788
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AVNACLAUNCCINAN Certain versions of Storageworks P2000 G3 Msa Fc/iscsi Dual Combo
Controller Lff Array System from Hp contain the following vulnerability:

Absolute path traversal vulnerability in the web interface on HP
StorageWorks P2000 G3 MSA array systems allows remote attackers
to read arbitrary files via a pathname in the URI.

CVE-2011-4788 has been assigned by ) hp-security-alert@hp.com to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication

Vector Complexity

Low [ NN

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ (NONE_

CVE References

Description Tags Link

NEOHAPSIS - Peace of Mind Through Integrity and () BUGTRAQ 20120112 ZDI-12-015 : (ODay) HP

Insight StorageWorks P2000 G3 Directory Traversal and

Default Account Vulnerabilities

'[security bulletin] HPSBST02735 SSRT100516 rev.1 - HP  [EETN (7) HP SSRT100516

StorageWorks Modular Smart Array P2000 G3, Rem' -

MARC

Zero Day Initiative @ MISC zerodayinitiative.com/advisories/ZDI-12-
015/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware ;g Hp Storageworks P2000 G3 Msa Fc/iscsi Dual Combo Controller Lff aw567a  All All All
2 Array System

Hardware ;g Hp Storageworks P2000 G3 Msa Fc/iscsi Dual Combo Controller Lff aw567a  All All All
2 Array System

Hardware ;g Hp Storageworks P2000 G3 Msa Fc/iscsi Dual Combo Controller Lff aw567a  All All All
= Array System

Hardware ;g Hp Storageworks P2000 G3 Msa Fibre Channel Dual Controller Lff ap845a  All All All
= Array System

Hardware ;g Hp Storageworks P2000 G3 Msa Fibre Channel Dual Controller Lff ap845a  All All All
= Array System

Hardware ;g Hp Storageworks P2000 G3 Msa Fibre Channel Dual Controller Sff ap846a  All All All
= Array System

Hardware @ Hp Storageworks P2000 G3 Msa Fibre Channel Dual Controller Sff ap846a  All All All
= Array System

No vendor comments have been submitted for this CVE
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