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AVUACLAUNCIPIAP Certain versions of Application Lifestyle Management from Hp contain
' the following vulnerability:

The GetlnstalledPackages function in the configuration tool in HP
Application Lifestyle Management (ALM) 11 on AIX, HP-UX, and
Solaris allows local users to gain privileges via (1) a Trojan horse
/tmp/tmp.txt FIFO or (2) a symlink attack on /tmp/tmp.txt.

CVE-2011-4834 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Security Advisory SA47040 - HP Application Lifecycle YU SECUNIA 47040

Management Insecure Temporary Files Weakness -

Secunia

SecurityFocus www.securityfocus.com () BUGTRAQ 20111208 0A29-11-2 : Privilege

text/html escalation vulnerability in HP Application Lifestyle
Management (ALM) Platform v11

IBM X-Force Exchange € XF hp-alm-symlink(71698)

0a29: 0A29-11-2 : Privilege escalation vulnerability in HP [STIETH (%) MISC 0a29.blogspot.com/2011/12/0a29-11-2-

Application Lifestyle Management (ALM) Platform v11 privilege-escalation.html
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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