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CVE CVE-2011-4859
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-12-17 11:55:00 UTC
Updated 2017-08-29 01:30:00 UTC

Description The Schneider Electric Quantum Ethernet Module, as used in the Quantum 140NOE771* and 140CPU65* modules, the Pr

1|

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Schneider-electric M340 Ethernet Module Bmxnoe0100 All All All All
Application Schneider-electric M340 Ethernet Module Bmxnoe0110 All All All All
Application Schneider-electric M340 Ethernet Module Bmxp342020 All All All All
Application Schneider-electric M340 Ethernet Module Bmxp342030 All All All All
Application Schneider-electric Premium Ethernet Module Tsxety4103 All All All All
Application Schneider-electric Premium Ethernet Module Tsxety5103 All All All All
Application Schneider-electric Premium Ethernet Module Tsxp57163m All All All All
Application Schneider-electric Premium Ethernet Module Tsxp572634m All All All All
Application Schneider-electric Premium Ethernet Module Tsxp573634m All All All All
Application Schneider-electric Premium Ethernet Module Tsxp574634m All All All All
Application Schneider-electric Premium Ethernet Module Tsxp575634m All All All All
Application Schneider-electric Premium Ethernet Module Tsxp576634m All All All All
Application Schneider-electric Quantum Ethernet Module 140cpu65150 All All All All
Application Schneider-electric Quantum Ethernet Module 140cpu65160 All All All All
Application Schneider-electric Quantum Ethernet Module 140cpu65260 All All All All
Application Schneider-electric Quantum Ethernet Module 140noe77100 All All All All
Application Schneider-electric Quantum Ethernet Module 140noe77100 All All All All
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Application Schneider-electric Quantum Ethernet Module 140noe77101 All All All All
Application Schneider-electric Quantum Ethernet Module 140noe77111 All All All All
Application Schneider-electric Stb Dio Ethernet Module Stbnic2212 All All All All
Application Schneider-electric Stb Dio Ethernet Module Stbnip2212 All All All All
Application Schneider-electric Stb Dio Ethernet Module Stbnip2311 All All All All
Reference Source Link Tags
401 Unauthorized MISC reversemode.com

About Secunia Research | Flexera SECUNIA  secunia.com

404 - File Not Found | CISA MISC www.us-cert.gov

404 - File Not Found | CISA MISC www.us-cert.gov

404 - File Not Found | CISA MISC www.us-cert.gov

Schneider Electric Modicon Quantum Multiple Security Vulnerabilities ~ BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590517 Schneider Electric Quantum Ethernet Module Hard-Coded Credentials (Update B) Vulnerability (ICSA-12-018-01B)

590907 Schneider Electric Embedded FTP Servers for Modicon PAC Controllers Multiple Vulnerabilities (SEVD-2018-081-01)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/quantum_ethernet_module_140noe77101
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/quantum_ethernet_module_140noe77111
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/stb_dio_ethernet_module_stbnic2212
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/stb_dio_ethernet_module_stbnip2212
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/stb_dio_ethernet_module_stbnip2311
http://reversemode.com/index.php?option=com_content&task=view&id=80&Itemid=1
http://secunia.com/advisories/47723
http://www.us-cert.gov/control_systems/pdf/ICSA-12-018-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICS-ALERT-11-346-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICS-ALERT-12-020-03.pdf
http://www.securityfocus.com/bid/51605
https://exchange.xforce.ibmcloud.com/vulnerabilities/72587
https://www.cve.org/CVERecord?id=CVE-2011-4859
https://nvd.nist.gov/vuln/detail/CVE-2011-4859
http://cve.report/qid/590517
http://cve.report/qid/590907
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2011-4859
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


