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AUNACUAUNCPILPIAP Certain versions of Wordpress from Wordpress contain the following
’ vulnerability:

** DISPUTED ** wp-admin/setup-config.php in the installation
component in WordPress 3.3.1 and earlier does not ensure that the
specified MySQL database service is appropriate, which allows remote
attackers to configure an arbitrary database via the dbhost and
dbname parameters, and subsequently conduct static code injection
and cross-site scripting (XSS) attacks via (1) an HTTP request or (2) a MySQL query. NOTE:
the vendor disputes the significance of this issue; however, remote code execution makes the
issue important in many realistic environments.

CVE-2011-4899 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

404 Not Found | Trustwave % MISC
www.trustwave.com/spiderlabs/advisories/TWSL2012-
002.txt

WordPress <= 3.3.1 Multiple Vulnerabilities « EXPLOIT-DB 18417
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Wordpress Wordpress 0.7 All All All
Application Wordpress Wordpress 0.71 All All All
Application Wordpress Wordpress 0.711 All All All
Application Wordpress Wordpress 0.72 All All All
Application Wordpress Wordpress 1.0 All All All
Application Wordpress Wordpress 1.0.1 All All All
Application Wordpress Wordpress 1.0.2 All All All
Application Wordpress Wordpress 1.2 All All All
Application Wordpress Wordpress 1.2.1 All All All
Application Wordpress Wordpress 1.2.2 All All All
Application Wordpress Wordpress 1.5 All All All
Application Wordpress Wordpress 1.5.1 All All All
Application Wordpress Wordpress 1.5.1.2 All All All
Application Wordpress Wordpress 1.5.1.3 All All All
Application Wordpress Wordpress 1.5.2 All All All
Application Wordpress Wordpress 2.0 All All All
Application Wordpress Wordpress 2.0.1 All All All
Application Wordpress Wordpress 2.0.10 All All All
Application Wordpress Wordpress 2.0.11 All All All
Application Wordpress Wordpress 2.0.2 All All All
Application Wordpress Wordpress 2.0.3 All All All
Application Wordpress Wordpress 2.0.4 All All All
Application Wordpress Wordpress 2.0.5 All All All
Application Wordpress Wordpress 2.0.6 All All All

Application Wordpress Wordpress 2.0.7 All All All
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cpe:2.3:a:wordpress:wordpress:2.1:% "

cpe:2.3:a:wordpress:wordpress:2.1. 1% "

cpe:2.3:a:wordpress:wordpress:2.1.2:* %

cpe:2.3:a:wordpress:wordpress:2.1.3:*

ARk kR Rk k.

cpe:2.3:a:wordpress:wordpress:2.2:*:

cpe:2.3:a:wordpress:wordpress:2.2.1:* %

cpe:2.3:a:wordpress:wordpress:2.2.2:* % *

cpe:2.3:a:wordpress:wordpress:2.2.3:* %

cpe:2.3:a:wordpress:wordpress:2.3:*:

cpe:2.3:a:wordpress:wordpress:2.3. 1

cpe:2.3:a:wordpress:wordpress:2.3.2:*

cpe:2.3:a:wordpress:wordpress:2.3.3:*

dk Kk kR Rk,

cpe:2.3:a:wordpress:wordpress:2.5:*

cpe:2.3:a:wordpress:wordpress:2.5. 1

ak kR kR Rk,

cpe:2.3:a:wordpress:wordpress:2.6:*:*:***

cpe:2.3:a:wordpress:wordpress:2.6.1 %

cpe:2.3:a:wordpress:wordpress:2.6.2:*:* "

cpe:2.3:a:wordpress:wordpress:2.6.3:* "k

cpe:2.3:a:wordpress:wordpress:2.6.5: %"



cpe:2.3:a:wordpress:wordpress:2.7: %"

cpe:2.3:a:wordpress:wordpress:2.7. 1

cpe:2.3:a:wordpress:wordpress:2.8:* "

cpe:2.3:a:wordpress:wordpress:2.8.1::

cpe:2.3:a:wordpress:wordpress:2.8.2:*: "

cpe:2.3:a:wordpress:wordpress:2.8.3: "

cpe:2.3:a:wordpress:wordpress:2.8.4:*:* "k

cpe:2.3:a:wordpress:wordpress:2.8.5: "

cpe:2.3:a:wordpress:wordpress:2.8.6:*: "

akLk Lk okakukk,

cpe:2.3:a:wordpress:wordpress:2.9:*: "

cpe:2.3:a:wordpress:wordpress:2.9.1:

cpe:2.3:a:wordpress:wordpress:2.9.2:* %

dkak kR Lk uk k.

cpe:2.3:a:wordpress:wordpress:3.0:*: "

cpe:2.3:a:wordpress:wordpress:3.0.1:*

cpe:2.3:a:wordpress:wordpress:3.0.2:% %

cpe:2.3:a:wordpress:wordpress:3.0.3:* %

cpe:2.3:a:wordpress:wordpress:3.0.4:***

cpe:2.3:a:wordpress:wordpress:3.0.5:*

cpe:2.3:a:wordpress:wordpress:3.0.6:*

ARk kR kR k.

cpe:2.3:a:wordpress:wordpress:3.1:

cpe:2.3:a:wordpress:wordpress:3.1. 1

cpe:2.3:a:wordpress:wordpress:3.1.2:* %

cpe:2.3:a:wordpress:wordpress:3.1.3:*

cpe:2.3:a:wordpress:wordpress:3.1.4:% %

cpe:2.3:a:wordpress:wordpress:3.2. 1

cpe:2.3:a:wordpress:wordpress:3.3:*: 1 F

ak kR ok ak Rk,

cpe:2.3:a:wordpress:wordpress:0.7:%:":



cpe:2.3:a:wordpress:wordpress:1.0:*:":
cpe:2.3:a:wordpress:wordpress:1.0. 1 "
cpe:2.3:a:wordpress:wordpress:1.0.2:*: "
cpe:2.3:a:wordpress:wordpress:1.2:%:":
cpe:2.3:a:wordpress:wordpress:1.2.1:* % "
cpe:2.3:a:wordpress:wordpress:1.2.2:*:*: "
cpe:2.3:a:wordpress:wordpress:1.5:%:
cpe:2.3:a:wordpress:wordpress:1.5. 1
cpe:2.3:a:wordpress:wordpress:1.5.1.2:%:* "
cpe:2.3:a:wordpress:wordpress:1.5.1.3:*: "
cpe:2.3:a:wordpress:wordpress:1.5.2:* %
cpe:2.3:a:wordpress:wordpress:2.0:*:
cpe:2.3:a:wordpress:wordpress:2.0. 1%

Sk Lk ak ok akakak.

cpe:2.3:a:wordpress:wordpress:2.0.10:*: 7
cpe:2.3:a:wordpress:wordpress:2.0.11 %%
cpe:2.3:a:wordpress:wordpress:2.0.2:* % *
cpe:2.3:a:wordpress:wordpress:2.0.3:*
cpe:2.3:a:wordpress:wordpress:2.0.4:*
cpe:2.3:a:wordpress:wordpress:2.0.5:*
cpe:2.3:a:wordpress:wordpress:2.0.6:*
cpe:2.3:a:wordpress:wordpress:2.0.7:*
cpe:2.3:a:wordpress:wordpress:2.0.8:*
cpe:2.3:a:wordpress:wordpress:2.0.9:* ¥
cpe:2.3:a:wordpress:wordpress: 2.1
cpe:2.3:a:wordpress:wordpress:2.1. 1 "

cpe:2.3:a:wordpress:wordpress:2.1.2:*: "

cpe:2.3:a:wordpress:wordpress:2.1.3:: "



cpe:2.3:a:wordpress:wordpress:2.2: %"

cpe:2.3:a:wordpress:wordpress:2.2. 1

cpe:2.3:a:wordpress:wordpress:2.2.2:* % "

cpe:2.3:a:wordpress:wordpress:2.2.3: %"

cpe:2.3:a:wordpress:wordpress:2.3: "

cpe:2.3:a:wordpress:wordpress:2.3.1:

cpe:2.3:a:wordpress:wordpress:2.3.2:* % "k

cpe:2.3:a:wordpress:wordpress:2.3.3:*: "

dkkLk ok kukk,

cpe:2.3:a:wordpress:wordpress:2.5:%: "

cpe:2.3:a:wordpress:wordpress:2.5. 1% "

dkakLk kR akk,

cpe:2.3:a:wordpress:wordpress:2.6:*:":*

cpe:2.3:a:wordpress:wordpress:2.6.1:* % "

cpe:2.3:a:wordpress:wordpress:2.6.2:*:

cpe:2.3:a:wordpress:wordpress:2.6.3:* %

cpe:2.3:a:wordpress:wordpress:2.6.5:* %

ARk kR Rk k.

cpe:2.3:a:wordpress:wordpress:2.7: %

cpe:2.3:a:wordpress:wordpress:2.7.1 %% *

cpe:2.3:a:wordpress:wordpress:2.8:

cpe:2.3:a:wordpress:wordpress:2.8.1:*

cpe:2.3:a:wordpress:wordpress:2.8.2:*

cpe:2.3:a:wordpress:wordpress:2.8.3:*

cpe:2.3:a:wordpress:wordpress:2.8.4:*

cpe:2.3:a:wordpress:wordpress:2.8.5:* %

cpe:2.3:a:wordpress:wordpress:2.8.6:* %

cpe:2.3:a:wordpress:wordpress:2.9:*:****

cpe:2.3:a:wordpress:wordpress:2.9. 1

cpe:2.3:a:wordpress:wordpress:2.9.2: " "

cpe:2.3:a:wordpress:wordpress:3.0:%:



cpe:2.3:a:wordpress:wordpress:3.0.1::

cpe:2.3:a:wordpress:wordpress:3.0.2:* %"

cpe:2.3:a:wordpress:wordpress:3.0.3: "

cpe:2.3:a:wordpress:wordpress:3.0.4:

cpe:2.3:a:wordpress:wordpress:3.0.5: % "

cpe:2.3:a:wordpress:wordpress:3.0.6:*:*: "

cpe:2.3:a:wordpress:wordpress:3.1: "

cpe:2.3:a:wordpress:wordpress:3.1.1:* "

cpe:2.3:a:wordpress:wordpress:3.1.2:*: "

cpe:2.3:a:wordpress:wordpress:3.1.3: "

cpe:2.3:a:wordpress:wordpress:3.1.4:*:* "

cpe:2.3:a:wordpress:wordpress:3.2.1:* % "

AkakLk kR R ok,

cpe:2.3:a:wordpress:wordpress:3.3:%: "

Skk Lk k ok kakk.

cpe:2.3:a:wordpress:wordpress:*:*

No vendor comments have been submitted for this CVE
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