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CVE CVE-2011-4909
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-10-07 21:55:00 UTC
Updated 2012-10-08 04:00:00 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in Joomla! before 1.5.12 allow remote attackers to inject arbitrary web scrij
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Joomla Joomla! 1.5.0 All All All
Application Joomla Joomla! 1.5.1 All All All
Application Joomla Joomla! 1.5.10 All All All
Application Joomla Joomlal! 1.5.2 All All All
Application Joomla Joomla! 1.5.3 All All All
Application Joomla Joomlal! 1.5.4 All All All
Application Joomla Joomla! 1.5.5 All All All
Application Joomla Joomlal! 1.5.6 All All All
Application Joomla Joomla! 1.5.7 All All All
Application Joomla Joomlal 1.5.8 All All All
Application Joomla Joomla! 1.5.9 All All All
Application Joomla Joomlal All All All All
Application Joomla Joomla! 1.5.0 All All All
Application Joomla Joomlal 1.5.1 All All All
Application Joomla Joomla! 1.5.10 All All All
Application Joomla Joomla! 1.5.2 All All All
Application Joomla Joomlal 1.56.3 All All All
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Application Joomla Joomla! 1.5.4 All All All

Application Joomla Joomla! 1.5.5 All All All

Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomlal! 1.5.7 All All All

Application Joomla Joomla! 1.5.8 All All All

Application Joomla Joomlal 1.5.9 All All All

Application Joomla Joomla! 1.5.0 All All All

Application Joomla Joomlal 1.5.1 All All All

Application Joomla Joomla! 1.5.10 All All All

Application Joomla Joomlal 1.5.2 All All All

Application Joomla Joomla! 1.5.3 All All All

Application Joomla Joomlal! 1.5.4 All All All

Application Joomla Joomla! 1.5.5 All All All

Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomla! 1.5.7 All All All

Application Joomla Joomla! 1.5.8 All All All

Application Joomla Joomla! 1.5.9 All All All

Application Joomla Joomla! All All All All

Reference Source Link

Joomla! Cross Site Scripting and Information Disclosure Vulnerabilities BID www.securityfoct
oss-security - Re: CVE-request for three 2009 Joomla issues (second part) MLIST www.openwall.cc
55589 OSVDB www.osvdb.org
Joomla! Developer Network - [20090604] - Core - Frontend XSS - HTTP_REFERER not properly filtered CONFIRM  developer.joomla
oss-security - CVE-request for three 2009 Joomla issues (second part) MLIST www.openwall.cc

20120702 [ISecAuditors Security Advisories] Joomla! < 1.5.12 Multiple XSS vulnerabilities in HTTP Headers BUGTRAQ archives.neohap:

Joomla! Cross-Site Scripting and Information Disclosure - Secunia.com SECUNIA  secunia.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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