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Summary

CVE CVE-2011-4930

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-10 18:15:00 UTC

Updated 2023-02-13 03:24:00 UTC

Description Multiple format string vulnerabilities in Condor 7.2.0 through 7.6.4, and possibly certain 7.7.x versions, as used in Red Hat MRG Grid and possibly other products, allow local users to cause a denial of service (condor_schedd daemon and failure to launch jobs) and possibly execute arbitrary code via format string specifiers in (1) the reason for a hold for a job that uses an XML user log, (2) the filename of a file to be transferred, and possibly other unspecified vectors.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Condor Project Condor 7.2.0 All All All

Application Condor Project Condor 7.2.1 All All All

Application Condor Project Condor 7.2.2 All All All

Application Condor Project Condor 7.2.3 All All All

Application Condor Project Condor 7.2.4 All All All

Application Condor Project Condor 7.2.5 All All All

Application Condor Project Condor 7.3.0 All All All

Application Condor Project Condor 7.3.1 All All All

Application Condor Project Condor 7.3.2 All All All

Application Condor Project Condor 7.4.0 All All All

Application Condor Project Condor 7.4.1 All All All

Application Condor Project Condor 7.4.2 All All All

Application Condor Project Condor 7.5.4 All All All

Application Condor Project Condor 7.6.0 All All All

Application Condor Project Condor 7.6.1 All All All

Application Condor Project Condor 7.6.2 All All All

Application Condor Project Condor 7.6.3 All All All
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Application Condor Project Condor 7.6.3 All All All

Application Condor Project Condor 7.6.4 All All All

Application Condor Project Condor 7.2.0 All All All

Application Condor Project Condor 7.2.1 All All All

Application Condor Project Condor 7.2.2 All All All

Application Condor Project Condor 7.2.3 All All All

Application Condor Project Condor 7.2.4 All All All

Application Condor Project Condor 7.2.5 All All All

Application Condor Project Condor 7.3.0 All All All

Application Condor Project Condor 7.3.1 All All All

Application Condor Project Condor 7.3.2 All All All

Application Condor Project Condor 7.4.0 All All All

Application Condor Project Condor 7.4.1 All All All

Application Condor Project Condor 7.4.2 All All All

Application Condor Project Condor 7.5.4 All All All

Application Condor Project Condor 7.6.0 All All All

Application Condor Project Condor 7.6.1 All All All

Application Condor Project Condor 7.6.2 All All All

Application Condor Project Condor 7.6.3 All All All

Application Condor Project Condor 7.6.4 All All All

Operating System Fedoraproject Fedora 15 All All All

Operating System Fedoraproject Fedora 16 All All All

Operating System Fedoraproject Fedora 15 All All All

Operating System Fedoraproject Fedora 16 All All All

Application Redhat Enterprise Mrg 1.3 All All All

Application Redhat Enterprise Mrg 2.0 All All All

Operating System Redhat Enterprise Mrg 1.3 All All All

Operating System Redhat Enterprise Mrg 2.0 All All All

Application Redhat Enterprise Mrg 1.3 All All All

Application Redhat Enterprise Mrg 2.0 All All All

References

Reference Source Link Tags

HTCondor Git - condor.git/commitdiff MISC htcondor-git.cs.wisc.edu

CONDOR-2012-0001 CONFIRM research.cs.wisc.edu Vendor Advisory

HTCondorWiki: Check-in [28429] CONFIRM htcondor-wiki.cs.wisc.edu
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HTCondorWiki: Ticket #2660 CONFIRM htcondor-wiki.cs.wisc.edu

759548 – (CVE-2011-4930) CVE-2011-4930 Condor: Multiple format string flaws CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

HTCondor Git - condor.git/commitdiff MISC htcondor-git.cs.wisc.edu Exploit, Patch

HTCondorWiki: Check-in [28264] MISC htcondor-wiki.cs.wisc.edu

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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