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CVE-2011-4939

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNIPAP Certain versions of Pidgin from Pidgin contain the following
’ vulnerability:

The pidgin_conv_chat_rename_user function in gtkconv.c in Pidgin
before 2.10.2 allows remote attackers to cause a denial of service
(NULL pointer dereference and application crash) by changing a
nickname while in an XMPP chat room.

CVE-2011-4939 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

Repository / Oval () OVAL oval:org.mitre.oval:def:18406

Repository

404 Not Found & CONFIRM developer.pidgin.im/viewmtn/revision/info/d1d77da56217f3a083e1d45¢
#14392 & CONFIRM developer.pidgin.im/ticket/14392

(get_iter_from_chatbuddy
can dereference NULL
pointer) — Pidgin — Trac

Pidgin Security @ CONFIRM pidgin.im/news/security/?id=60

Advisories
text/html
Not Archived

404 Not Found & CONFIRM



https://cve.report/
https://cve.report/CVE-2011-4939/mitre
https://cve.report/CVE-2011-4939/nist
https://cve.report/CVE-2011-4939/cve_org
https://cve.report/CVE-2011-4939.pdf
http://cve.report/software/pidgin/pidgin
http://cve.report/vendor/pidgin
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18406
http://developer.pidgin.im/viewmtn/revision/info/d1d77da56217f3a083e1d459bef054db9f1d5699
http://developer.pidgin.im/ticket/14392
https://web.archive.org/web/2011/http://pidgin.im/news/security/?id=60

L ] -—
text/html developer.pidgin.im/viewmtn/revision/diff/10ead4688e3af4132d454fa3bc2414805006
www.mandriva.com & MANDRIVA MDVSA-2012:029

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Pidgin Pidgin 2.0.0 All All All
Application Pidgin Pidgin 2.0.1 All All All
Application Pidgin Pidgin 2.0.2 All All All
Application Pidgin Pidgin 2.1.0 All All All
Application Pidgin Pidgin 2.1.1 All All All
Application Pidgin Pidgin 2.10.0 All All All
Application Pidgin Pidgin 2.2.0 All All All
Application Pidgin Pidgin 2.2.1 All All All
Application Pidgin Pidgin 222 All All All
Application Pidgin Pidgin 2.3.0 All All All
Application Pidgin Pidgin 2.3.1 All All All
Application Pidgin Pidgin 24.0 All All All
Application Pidgin Pidgin 2.4.1 All All All
Application Pidgin Pidgin 242 All All All
Application Pidgin Pidgin 243 All All All
Application Pidgin Pidgin 2.5.0 All All All
Application Pidgin Pidgin 2.5.1 All All All
Application Pidgin Pidgin 25.2 All All All
Application Pidgin Pidgin 253 All All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin 255 All All All
Application Pidgin Pidgin 2.5.6 All All All
Application Pidgin Pidgin 2.5.7 All All All
Application Pidgin Pidgin 2.5.8 All All All

Application Pidgin Pidgin 259 All All All
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cpe:2.3:a:pidgin:pidgin:2.1. 1

Sk Lk ak Lk kakak.

cpe:2.3:a:pidgin:pidgin:2.10.0:

cpe:2.3:a:pidgin:pidgin:2.2.0:*:* e

cpe:2.3:a:pidgin:pidgin:2.2.1:* e

cpe:2.3:a:pidgin:pidgin:2.2.2:**

cpe:2.3:a:pidgin:pidgin:2.3.0:**

cpe:2.3:a:pidgin:pidgin:2.3.1:* e

cpe:2.3:a:pidgin:pidgin:2.4.0:** e

cpe:2.3:a:pidgin:pidgin:2.4.1:** e

cpe:2.3:a:pidgin:pidgin:2.4.2:*****x*:

cpe:2.3:a:pidgin:pidgin:2.4.3:*:* "

cpe:2.3:a:pidgin:pidgin:2.5.0: %"

cpe:2.3:a:pidgin:pidgin:2.5.1 "

cpe:2.3:a:pidgin:pidgin:2.5.2:*:* "

cpe:2.3:a:pidgin:pidgin:2.5.3:*:* "k

cpe:2.3:a:pidgin:pidgin:2.5.4: %"k

cpe:2.3:a:pidgin:pidgin:2.5.5:* % "k

cpe:2.3:a:pidgin:pidgin:2.5.6:* %"k

cpe:2.3:a:pidgin:pidgin:2.5.7: "k

cpe:2.3:a:pidgin:pidgin:2.5.8:*: "

cpe:2.3:a:pidgin:pidgin:2.5.9:* "

cpe:2.3:a:pidgin:pidgin:2.6.0:*:*: 7 :*:*:

cpe:2.3:a:pidgin:pidgin:2.6.1:*:*: 7 *:":*:

cpe:2.3:a:pidgin:pidgin:2.6.2:*:*:* """

cpe:2.3:a:pidgin:pidgin:2.6.3:*:* " "

cpe:2.3:a:pidgin:pidgin:2.6.4:*:*:*** "

cpe:2.3:a:pidgin:pidgin:2.6.5:*:**** " *:

cpe:2.3:a:pidgin:pidgin:2.6.6:*: "



cpe:2.3:a:pidgin:pidgin:2.7. 1

Skuk Lk kkakak.

cpe:2.3:a:pidgin:pidgin:2.7.10:

cpe:2.3:a:pidgin:pidgin:2.7.2:*

cpe:2.3:a:pidgin:pidgin:2.7.3: e

cpe:2.3:a:pidgin:pidgin:2.7.4:** e

cpe:2.3:a:pidgin:pidgin:2.7.5: * e

cpe:2.3:a:pidgin:pidgin:2.7.6:** i

cpe:2.3:a:pidgin:pidgin:2.7.7:* i

cpe:2.3:a:pidgin:pidgin:2.7.8:** i

cpe:2.3:a:pidgin:pidgin:2.7.9:** "k

cpe:2.3:a:pidgin:pidgin:2.8.0:*:* """

cpe:2.3:a:pidgin:pidgin:2.9.0:** "

cpe:2.3:a:pidgin:pidgin:2.0.0:*:* " "

cpe:2.3:a:pidgin:pidgin:2.0.1 " "

cpe:2.3:a:pidgin:pidgin:2.0.2:*:* " "

cpe:2.3:a:pidgin:pidgin:2.1.0: "

cpe:2.3:a:pidgin:pidgin:2.1.1: " "

cpe:2.3:a:pidgin:pidgin:2.10.0:*:*: """

cpe:2.3:a:pidgin:pidgin:2.2.0: "

cpe:2.3:a:pidgin:pidgin:2.2.1:* "

cpe:2.3:a:pidgin:pidgin:2.2.2:*:*:* """

cpe:2.3:a:pidgin:pidgin:2.3.0: "

cpe:2.3:a:pidgin:pidgin:2.3.1: " "

cpe:2.3:a:pidgin:pidgin:2.4.0:* 7 xx*:

cpe:2.3:a:pidgin:pidgin:2.4. 1 *x *:

cpe:2.3:a:pidgin:pidgin:2.4.2:*:**** "

cpe:2.3:a:pidgin:pidgin:2.4.3:



cpe:2.3:a:pidgin:pidgin:2.5.0:

cpe:2.3:a:pidgin:pidgin:2.5. 1

cpe:2.3:a:pidgin:pidgin:2.5.2:** i

cpe:2.3:a:pidgin:pidgin:2.5.3:** i

cpe:2.3:a:pidgin:pidgin:2.5.4:** e

cpe:2.3:a:pidgin:pidgin:2.5.5:** i

cpe:2.3:a:pidgin:pidgin:2.5.6:** i

cpe:2.3:a:pidgin:pidgin:2.5.7:** i

cpe:2.3:a:pidgin:pidgin:2.5.8:** i

cpe:2.3:a:pidgin:pidgin:2.5.9:** i

cpe:2.3:a:pidgin:pidgin:2.6.0:*:* "

cpe:2.3:a:pidgin:pidgin:2.6.1:*:* """

cpe:2.3:a:pidgin:pidgin:2.6.2:*:* " * "

cpe:2.3:a:pidgin:pidgin:2.6.3:*:* """

cpe:2.3:a:pidgin:pidgin:2.6.4:*:* """

cpe:2.3:a:pidgin:pidgin:2.6.5: " "

cpe:2.3:a:pidgin:pidgin:2.6.6:*: "

cpe:2.3:a:pidgin:pidgin:2.7. 1 "

cpe:2.3:a:pidgin:pidgin:2.7.2:: "

cpe:2.3:a:pidgin:pidgin:2.7.3:*: "k

cpe:2.3:a:pidgin:pidgin:2.7.4::***xx

cpe:2.3:a:pidgin:pidgin:2.7.5:

cpe:2.3:a:pidgin:pidgin:2.7.6:*:* "

cpe:2.3:a:pidgin:pidgin:2.7.7:*:***x*

cpe:2.3:a:pidgin:pidgin:2.7.8: "

cpe:2.3:a:pidgin:pidgin:2.7.9:*:******:

cpe:2.3:a:pidgin:pidgin:2.8.0: "



cpe:2.3:a:pidgin:pidgin:2.9.0:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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