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CVE CVE-2011-4954

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-19 16:15:00 UTC

Updated 2019-11-21 15:38:00 UTC

Description cobbler has local privilege escalation via the use of insecure location for PYTHON_EGG_CACHE

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cobblerd Cobbler - All All All
Application Cobblerd Cobbler - All All All

References

Reference

oss-security - Re: CVE request: cobbler lack of csrf protection, code execution

811926 — (CVE-2011-4954) CVE-2011-4954 cobbler: Local privilege escalation due use of insecure (world writable) location for PYTHON_EG
Invalid Bug ID

CVE-2011-4954 - Red Hat Customer Portal

CVE-2011-4954

CVE Program record

NVD vulnerability detail

4‘ “‘mﬂ

A A R A

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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