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CVE CVE-2011-4955
State PUBLISHED
Assigner redhat

Source Priority

Published 2017-12-20 22:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description

CVE Program / NVD first with legacy fallback

Multiple cross-site scripting (XSS) vulnerabilities in ui_stats.php in the bSuite plugin before 5 alpha 3 for WordPress allow r¢

4 H -l
Risk And Classification

Problem Types: CWE-79 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM
4.3

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

EPSS: 0.003190000 probability, percentile 0.550160000 (date 2026-05-14)

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/api/cve/CVE-2011-4955.json
https://cve.report/CVE-2011-4955.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bsuite Project Bsuite 5.0 a2 All All
Application Bsuite Project Bsuite All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
oss-security - CVE-request: WordPress-plugin bSuite <=4.0.7 permanent XSS af854a3a-2127-422b-91ae-364da2661108  www.openv
403 Forbidden af854a3a-2127-422b-91ae-364da2661108 plugins.trac

oss-security - Re: CVE-request: WordPress-plugin bSuite <=4.0.7 permanent XSS  af854a3a-2127-422b-91ae-364da2661108 www.openv

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.x
About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108  secunia.cor
WordPress > Support » [Plugin: bSuite] XSS security vulnerability in 407 af854a3a-2127-422b-91ae-364da2661108 wordpress.
CVE Program record CVE.ORG WWW.cve.ol

NV/D vinilnerahilitv detail NV/D nvd niat ANy


http://cve.report/vendor/bsuite_project
http://cve.report/software/bsuite_project/bsuite
http://cve.report/vendor/bsuite_project
http://cve.report/software/bsuite_project/bsuite
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.openwall.com/lists/oss-security/2012/04/16/3
http://plugins.trac.wordpress.org/changeset?old_path=%252Fbsuite&old=520611&new_path=%252Fbsuite&new=520611
http://www.openwall.com/lists/oss-security/2012/04/16/8
https://exchange.xforce.ibmcloud.com/vulnerabilities/68602
http://secunia.com/advisories/45234
http://wordpress.org/support/topic/plugin-bsuite-xss-security-vulnerability-in-407
https://www.cve.org/CVERecord?id=CVE-2011-4955
https://nvd.nist.gov/vuln/detail/CVE-2011-4955

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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