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CVE-2011-4966

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Freeradius from Freeradius contain the following
vulnerability:

modules/rlm_unix/rlm_unix.c in FreeRADIUS before 2.2.0, when unix
mode is enabled for user authentication, does not properly check the
password expiration in /etc/shadow, which allows remote authenticated
users to authenticate using an expired password.

CVSS2 Score: 6 - MEDIUM
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CVE References

Description Tags Link

openSUSE-SU-2013:0191-1: moderate:
freeradius-server

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:0191

Red Hat Customer Portal Patch

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0134

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 MISC rhn.redhat.com/errata/RHBA-2012-0881.html

openSUSE-SU-2013:0137-1: moderate:
update for freeradius-server

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:0137

heck for account and password expiration · github.com  CONFIRM github.com/alandekok/freeradius-

CVE-2011-4966 has been assigned by  secalert@redhat.com to track the vulnerability
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heck for account and password expiration ·
alandekok/freeradius-server@1b1ec5c ·
GitHub

github.com

text/html

 CONFIRM github.com/alandekok/freeradius-
server/commit/1b1ec5ce75e224bd1755650c18ccdaa6dc53e605

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

900888 Common Base Linux Mariner (CBL-Mariner) Security Update for freeradius (7231)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Freeradius Freeradius All All All All

Application Freeradius Freeradius 0.1 All All All

Application Freeradius Freeradius 0.2 All All All

Application Freeradius Freeradius 0.3 All All All

Application Freeradius Freeradius 0.4 All All All

Application Freeradius Freeradius 0.5 All All All

Application Freeradius Freeradius 0.6 All All All

Application Freeradius Freeradius 0.7 All All All

Application Freeradius Freeradius 0.7.1 All All All

Application Freeradius Freeradius 0.8 All All All

Application Freeradius Freeradius 0.8.1 All All All

Application Freeradius Freeradius 0.9 All All All

Application Freeradius Freeradius 0.9.0 All All All

Application Freeradius Freeradius 0.9.1 All All All

Application Freeradius Freeradius 0.9.2 All All All

Application Freeradius Freeradius 0.9.3 All All All

Application Freeradius Freeradius 1.0.0 All All All

Application Freeradius Freeradius 1.0.1 All All All

Application Freeradius Freeradius 1.0.2 All All All

Application Freeradius Freeradius 1.0.3 All All All

Application Freeradius Freeradius 1.0.4 All All All

Application Freeradius Freeradius 1.0.5 All All All

Application Freeradius Freeradius 1.1.0 All All All

Application Freeradius Freeradius 1.1.1 All All All

Application Freeradius Freeradius 1.1.2 All All All
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Application Freeradius Freeradius 1.1.3 All All All

Application Freeradius Freeradius 1.1.4 All All All

Application Freeradius Freeradius 1.1.5 All All All

Application Freeradius Freeradius 1.1.6 All All All

Application Freeradius Freeradius 1.1.7 All All All

Application Freeradius Freeradius 1.1.8 All All All

Application Freeradius Freeradius 2.0 All All All

Application Freeradius Freeradius 2.0.1 All All All

Application Freeradius Freeradius 2.0.2 All All All

Application Freeradius Freeradius 2.0.3 All All All

Application Freeradius Freeradius 2.0.4 All All All

Application Freeradius Freeradius 2.0.5 All All All

Application Freeradius Freeradius 2.1.0 All All All

Application Freeradius Freeradius 2.1.1 All All All

Application Freeradius Freeradius 2.1.10 All All All

Application Freeradius Freeradius 2.1.11 All All All

Application Freeradius Freeradius 2.1.12 All All All

Application Freeradius Freeradius 2.1.2 All All All

Application Freeradius Freeradius 2.1.3 All All All

Application Freeradius Freeradius 2.1.4 All All All

Application Freeradius Freeradius 2.1.6 All All All

Application Freeradius Freeradius 2.1.7 All All All

Application Freeradius Freeradius 2.1.8 All All All

Application Freeradius Freeradius 2.1.9 All All All

Application Freeradius Freeradius All All All All

Application Freeradius Freeradius 0.1 All All All

Application Freeradius Freeradius 0.2 All All All

Application Freeradius Freeradius 0.3 All All All

Application Freeradius Freeradius 0.4 All All All

Application Freeradius Freeradius 0.5 All All All

Application Freeradius Freeradius 0.6 All All All

Application Freeradius Freeradius 0.7 All All All

Application Freeradius Freeradius 0.7.1 All All All

Application Freeradius Freeradius 0.8 All All All

Application Freeradius Freeradius 0.8.1 All All All

Application Freeradius Freeradius 0.9 All All All
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Application Freeradius Freeradius 0.9 All All All

Application Freeradius Freeradius 0.9.0 All All All

Application Freeradius Freeradius 0.9.1 All All All

Application Freeradius Freeradius 0.9.2 All All All

Application Freeradius Freeradius 0.9.3 All All All

Application Freeradius Freeradius 1.0.0 All All All

Application Freeradius Freeradius 1.0.1 All All All

Application Freeradius Freeradius 1.0.2 All All All

Application Freeradius Freeradius 1.0.3 All All All

Application Freeradius Freeradius 1.0.4 All All All

Application Freeradius Freeradius 1.0.5 All All All

Application Freeradius Freeradius 1.1.0 All All All

Application Freeradius Freeradius 1.1.1 All All All

Application Freeradius Freeradius 1.1.2 All All All

Application Freeradius Freeradius 1.1.3 All All All

Application Freeradius Freeradius 1.1.4 All All All

Application Freeradius Freeradius 1.1.5 All All All

Application Freeradius Freeradius 1.1.6 All All All

Application Freeradius Freeradius 1.1.7 All All All

Application Freeradius Freeradius 1.1.8 All All All

Application Freeradius Freeradius 2.0 All All All

Application Freeradius Freeradius 2.0.1 All All All

Application Freeradius Freeradius 2.0.2 All All All

Application Freeradius Freeradius 2.0.3 All All All

Application Freeradius Freeradius 2.0.4 All All All

Application Freeradius Freeradius 2.0.5 All All All

Application Freeradius Freeradius 2.1.0 All All All

Application Freeradius Freeradius 2.1.1 All All All

Application Freeradius Freeradius 2.1.10 All All All

Application Freeradius Freeradius 2.1.11 All All All

Application Freeradius Freeradius 2.1.12 All All All

Application Freeradius Freeradius 2.1.2 All All All

Application Freeradius Freeradius 2.1.3 All All All

Application Freeradius Freeradius 2.1.4 All All All

Application Freeradius Freeradius 2.1.6 All All All

Application Freeradius Freeradius 2.1.7 All All All
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Application Freeradius Freeradius 2.1.8 All All All

Application Freeradius Freeradius 2.1.9 All All All

Application Freeradius Freeradius All All All All

cpe:2.3:a:freeradius:freeradius:*:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.3:*:*:*:*:*:*:*:
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cpe:2.3:a:freeradius:freeradius:1.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.12:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:*:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.4:*:*:*:*:*:*:*:



cpe:2.3:a:freeradius:freeradius:0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:0.9.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:1.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.2:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:freeradius:freeradius:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.12:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:2.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:freeradius:freeradius:*:*:*:*:*:*:*:*:

https://cve.report/CVE-2011-4965
https://cve.report/CVE-2011-4967
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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