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Summary

CVE CVE-2011-4968

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-19 16:15:00 UTC

Updated 2021-11-10 15:57:00 UTC

Description nginx http proxy module does not verify peer identity of https origin server which could facilitate man-in-the-middle attack (MITM)

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application F5 Nginx 0.7.61 All All All

Application F5 Nginx 0.7.62 All All All

Application F5 Nginx 0.7.64 All All All

Application F5 Nginx 0.7.65 All All All

Application F5 Nginx 0.7.66 All All All

Application F5 Nginx 0.8.33 All All All

Application F5 Nginx 0.8.35 All All All

Application F5 Nginx 0.8.36 All All All

Application F5 Nginx 0.8.40 All All All

Application F5 Nginx 1.2.6 All All All

Application Nginx Nginx 0.7.61 All All All

Application Nginx Nginx 0.7.62 All All All

Application Nginx Nginx 0.7.64 All All All

Application Nginx Nginx 0.7.65 All All All

Application Nginx Nginx 0.7.66 All All All
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Application Nginx Nginx 0.7.66 All All All

Application Nginx Nginx 0.8.33 All All All

Application Nginx Nginx 0.8.35 All All All

Application Nginx Nginx 0.8.36 All All All

Application Nginx Nginx 0.8.40 All All All

Application Nginx Nginx 1.2.6 All All All

Application Nginx Nginx 0.7.61 All All All

Application Nginx Nginx 0.7.62 All All All

Application Nginx Nginx 0.7.64 All All All

Application Nginx Nginx 0.7.65 All All All

Application Nginx Nginx 0.7.66 All All All

Application Nginx Nginx 0.8.33 All All All

Application Nginx Nginx 0.8.35 All All All

Application Nginx Nginx 0.8.36 All All All

Application Nginx Nginx 0.8.40 All All All

Application Nginx Nginx 1.2.6 All All All

References

Reference Source Link

Bug 797033 – VUL-1: nginx: http proxy module does not verify peer identity of https origin server MISC bugzilla.suse.com

Red Hat Customer Portal MISC access.redhat.com

892030 – (CVE-2011-4968) CVE-2011-4968 nginx: http proxy module does not validate SSL certificates MISC bugzilla.redhat.com

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com

oss-security - Re: nginx http proxy module does not verify peer identity of https origin server MISC www.openwall.com

nginx CVE-2011-4968 Man in The Middle Vulnerability MISC www.securityfocus.com

CVE-2011-4968 MISC security-tracker.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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