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CVE-2011-5000

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Openssh from Openbsd contain the following
vulnerability:

The ssh_gssapi_parse_ename function in gss-serv.c in OpenSSH 5.8
and earlier, when gssapi-with-mic authentication is enabled, allows
remote authenticated users to cause a denial of service (memory
consumption) via a large value in a certain length field. NOTE: there
may be limited scenarios in which this issue is relevant.
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CVE References

Description Tags Link

Full Disclosure: Useless OpenSSH resources
exhausion bug via GSSAPI

Exploit

seclists.org

text/html

 FULLDISC 20110801 Useless OpenSSH
resources exhausion bug via GSSAPI

Exploit

site.pi3.com.pl

text/plain

 MISC site.pi3.com.pl/adv/ssh_1.txt

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:0884

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVE-2011-5000 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2011-5000/mitre
https://cve.report/CVE-2011-5000/nist
https://cve.report/CVE-2011-5000/cve_org
https://cve.report/CVE-2011-5000.pdf
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://seclists.org/fulldisclosure/2011/Aug/2
https://cve.report/CVE-2011-5000/8ba10469
https://web.archive.org/web/2011/http://rhn.redhat.com/errata/RHSA-2012-0884.html


CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

38866 OpenSSH Denial of Service (DoS) Vulnerability

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh 1.2 All All All

Application Openbsd Openssh 1.2.1 All All All

Application Openbsd Openssh 1.2.2 All All All

Application Openbsd Openssh 1.2.27 All All All

Application Openbsd Openssh 1.2.3 All All All

Application Openbsd Openssh 1.3 All All All

Application Openbsd Openssh 1.5 All All All

Application Openbsd Openssh 1.5.7 All All All

Application Openbsd Openssh 1.5.8 All All All

Application Openbsd Openssh 3.0 All All All

Application Openbsd Openssh 3.0.1 All All All

Application Openbsd Openssh 3.0.1p1 All All All

Application Openbsd Openssh 3.0.2 All All All

Application Openbsd Openssh 3.0.2p1 All All All

Application Openbsd Openssh 3.0p1 All All All

Application Openbsd Openssh 3.1 All All All

Application Openbsd Openssh 3.1p1 All All All

Application Openbsd Openssh 3.2 All All All

Application Openbsd Openssh 3.2.2 All All All

Application Openbsd Openssh 3.2.2p1 All All All

Application Openbsd Openssh 3.2.3p1 All All All

Application Openbsd Openssh 3.3 All All All

Application Openbsd Openssh 3.3p1 All All All

Application Openbsd Openssh 3.4 All All All

Application Openbsd Openssh 3.4p1 All All All

Application Openbsd Openssh 3.5 All All All

Application Openbsd Openssh 3.5p1 All All All

Application Openbsd Openssh 3.6 All All All

Application Openbsd Openssh 3.6.1 All All All
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Application Openbsd Openssh 3.6.1 All All All

Application Openbsd Openssh 3.6.1p1 All All All

Application Openbsd Openssh 3.6.1p2 All All All

Application Openbsd Openssh 3.7 All All All

Application Openbsd Openssh 3.7.1 All All All

Application Openbsd Openssh 3.7.1p1 All All All

Application Openbsd Openssh 3.7.1p2 All All All

Application Openbsd Openssh 3.8 All All All

Application Openbsd Openssh 3.8.1 All All All

Application Openbsd Openssh 3.8.1p1 All All All

Application Openbsd Openssh 3.9 All All All

Application Openbsd Openssh 3.9.1 All All All

Application Openbsd Openssh 3.9.1p1 All All All

Application Openbsd Openssh 4.0 All All All

Application Openbsd Openssh 4.0p1 All All All

Application Openbsd Openssh 4.1 All All All

Application Openbsd Openssh 4.1p1 All All All

Application Openbsd Openssh 4.2 All All All

Application Openbsd Openssh 4.2p1 All All All

Application Openbsd Openssh 4.3 All All All

Application Openbsd Openssh 4.3p1 All All All

Application Openbsd Openssh 4.3p2 All All All

Application Openbsd Openssh 4.4 All All All

Application Openbsd Openssh 4.4p1 All All All

Application Openbsd Openssh 4.5 All All All

Application Openbsd Openssh 4.6 All All All

Application Openbsd Openssh 4.7 All All All

Application Openbsd Openssh 4.8 All All All

Application Openbsd Openssh 4.9 All All All

Application Openbsd Openssh 5.0 All All All

Application Openbsd Openssh 5.1 All All All

Application Openbsd Openssh 5.2 All All All

Application Openbsd Openssh 5.3 All All All

Application Openbsd Openssh 5.4 All All All

Application Openbsd Openssh 5.5 All All All

Application Openbsd Openssh 5.6 All All All
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Application Openbsd Openssh 5.7 All All All

Application Openbsd Openssh 1.2 All All All

Application Openbsd Openssh 1.2.1 All All All

Application Openbsd Openssh 1.2.2 All All All

Application Openbsd Openssh 1.2.27 All All All

Application Openbsd Openssh 1.2.3 All All All

Application Openbsd Openssh 1.3 All All All

Application Openbsd Openssh 1.5 All All All

Application Openbsd Openssh 1.5.7 All All All

Application Openbsd Openssh 1.5.8 All All All

Application Openbsd Openssh 3.0 All All All

Application Openbsd Openssh 3.0.1 All All All

Application Openbsd Openssh 3.0.1p1 All All All

Application Openbsd Openssh 3.0.2 All All All

Application Openbsd Openssh 3.0.2p1 All All All

Application Openbsd Openssh 3.0p1 All All All

Application Openbsd Openssh 3.1 All All All

Application Openbsd Openssh 3.1p1 All All All

Application Openbsd Openssh 3.2 All All All

Application Openbsd Openssh 3.2.2 All All All

Application Openbsd Openssh 3.2.2p1 All All All

Application Openbsd Openssh 3.2.3p1 All All All

Application Openbsd Openssh 3.3 All All All

Application Openbsd Openssh 3.3p1 All All All

Application Openbsd Openssh 3.4 All All All

Application Openbsd Openssh 3.4p1 All All All

Application Openbsd Openssh 3.5 All All All

Application Openbsd Openssh 3.5p1 All All All

Application Openbsd Openssh 3.6 All All All

Application Openbsd Openssh 3.6.1 All All All

Application Openbsd Openssh 3.6.1p1 All All All

Application Openbsd Openssh 3.6.1p2 All All All

Application Openbsd Openssh 3.7 All All All

Application Openbsd Openssh 3.7.1 All All All

Application Openbsd Openssh 3.7.1p1 All All All
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Application Openbsd Openssh 3.7.1p2 All All All

Application Openbsd Openssh 3.8 All All All

Application Openbsd Openssh 3.8.1 All All All

Application Openbsd Openssh 3.8.1p1 All All All

Application Openbsd Openssh 3.9 All All All

Application Openbsd Openssh 3.9.1 All All All

Application Openbsd Openssh 3.9.1p1 All All All

Application Openbsd Openssh 4.0 All All All

Application Openbsd Openssh 4.0p1 All All All

Application Openbsd Openssh 4.1 All All All

Application Openbsd Openssh 4.1p1 All All All

Application Openbsd Openssh 4.2 All All All

Application Openbsd Openssh 4.2p1 All All All

Application Openbsd Openssh 4.3 All All All

Application Openbsd Openssh 4.3p1 All All All

Application Openbsd Openssh 4.3p2 All All All

Application Openbsd Openssh 4.4 All All All

Application Openbsd Openssh 4.4p1 All All All

Application Openbsd Openssh 4.5 All All All

Application Openbsd Openssh 4.6 All All All

Application Openbsd Openssh 4.7 All All All

Application Openbsd Openssh 4.8 All All All

Application Openbsd Openssh 4.9 All All All

Application Openbsd Openssh 5.0 All All All

Application Openbsd Openssh 5.1 All All All

Application Openbsd Openssh 5.2 All All All

Application Openbsd Openssh 5.3 All All All

Application Openbsd Openssh 5.4 All All All

Application Openbsd Openssh 5.5 All All All

Application Openbsd Openssh 5.6 All All All

Application Openbsd Openssh 5.7 All All All

Application Openbsd Openssh All All All All
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cpe:2.3:a:openbsd:openssh:3.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1p2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8.1p1:*:*:*:*:*:*:*:
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cpe:2.3:a:openbsd:openssh:4.0p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.1p1:*:*:*:*:*:*:*:
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cpe:2.3:a:openbsd:openssh:4.4:*:*:*:*:*:*:*:
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cpe:2.3:a:openbsd:openssh:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.6:*:*:*:*:*:*:*:
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cpe:2.3:a:openbsd:openssh:4.8:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.9:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.2:*:*:*:*:*:*:*:



cpe:2.3:a:openbsd:openssh:5.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.4:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.6:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.2.27:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:1.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0.2p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.0p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.2.2p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.2.3p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.3p1:*:*:*:*:*:*:*:



cpe:2.3:a:openbsd:openssh:3.4:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.4p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.5p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.6:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.6.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.6.1p2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.7.1p2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.8.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.9:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.9.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:3.9.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.0p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.1p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.2p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.3p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.3p2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.4:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.4p1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:openbsd:openssh:4.4p1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.6:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.8:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:4.9:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.0:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.1:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.2:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.3:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.4:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.6:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:5.7:*:*:*:*:*:*:*:

cpe:2.3:a:openbsd:openssh:*:*:*:*:*:*:*:*:
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