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CVE CVE-2011-5010
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-25 01:55:00 UTC
Updated 2012-02-17 04:10:00 UTC
Description apps/a3/cfg_ethping.cgi in the Ctek SkyRouter 4200 and 4300 allows remote attackers to execute arbitrary commands via ¢
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ctekproducts Skyrouter 4200 All All All

Hardware Ctekproducts Skyrouter 4300 All All All

Hardware Ctekproducts Skyrouter 4200 All All All

Hardware Ctekproducts Skyrouter 4300 All All All

Reference Source Lin
Security Alerts - Secunia SECUNIA sec
Feature #5610: Remote unauthenticated root in ctek SkyRouter - Metasploit Framework - Metasploit Redmine Interface  MISC dev
77497 OSvDB osv
Ctek SkyRouter 4200 and 4300 Series Routers Remote Arbitrary Command Execution Vulnerability BID ww
CTEK SkyRouter 4200 and 4300 Command Execution EXPLOIT-DB  ww
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvd
‘ S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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