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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-12-29 22:55:00 UTC

2017-08-29 01:30:00 UTC

Stack-based buffer overflow in CFS.c in ConfigServer Security & Firewall (CSF) before 5.43, when running on a DirectAdmi

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Configserver Configserver Security Firewall 5.00 All All All
Configserver Configserver Security Firewall 5.01 All All All
Configserver Configserver Security Firewall 5.02 All All All
Configserver Configserver Security Firewall 5.03 All All All
Configserver Configserver Security Firewall 5.04 All All All
Configserver Configserver Security Firewall 5.05 All All All
Configserver Configserver Security Firewall 5.06 All All All
Configserver Configserver Security Firewall 5.07 All All All
Configserver Configserver Security Firewall 5.08 All All All
Configserver Configserver Security Firewall 5.09 All All All
Configserver Configserver Security Firewall 5.10 All All All
Configserver Configserver Security Firewall 5.11 All All All
Configserver Configserver Security Firewall 512 All All All
Configserver Configserver Security Firewall 5.13 All All All
Configserver Configserver Security Firewall 5.14 All All All
Configserver Configserver Security Firewall 5.15 All All All
Configserver Configserver Security Firewall 5.16 All All All
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Application Configserver Configserver Security Firewall 5.17 All All All
Application Configserver Configserver Security Firewall 5.18 All All All
Application Configserver Configserver Security Firewall 5.19 All All All
Application Configserver Configserver Security Firewall 5.20 All All All
Application Configserver Configserver Security Firewall 5.21 All All All
Application Configserver Configserver Security Firewall 5.22 All All All
Application Configserver Configserver Security Firewall 5.30 All All All
Application Configserver Configserver Security Firewall 5.31 All All All
Application Configserver Configserver Security Firewall 5.32 All All All
Application Configserver Configserver Security Firewall 5.33 All All All
Application Configserver Configserver Security Firewall 5.34 All All All
Application Configserver Configserver Security Firewall 5.35 All All All
Application Configserver Configserver Security Firewall 5.36 All All All
Application Configserver Configserver Security Firewall 5.37 All All All
Application Configserver Configserver Security Firewall 5.38 All All All
Application Configserver Configserver Security Firewall 5.39 All All All
Application Configserver Configserver Security Firewall 5.40 All All All
Application Configserver Configserver Security Firewall 5.41 All All All
Application Configserver Configserver Security Firewall All All All All
Hardware Directadmin Directadmin Server All All All All
Hardware Directadmin Directadmin Server All All All All
Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.c

ConfigServer Scripts Community Forum « View topic - SOS CSF Firewall Buffer Overflow SOS  CONFIRM forum.configserver.com

CSF Firewall Buffer Overflow EXPLOIT-DB  www.exploit-db.com
404 Not Found CONFIRM www.configserver.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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