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AVUACMAUNCCILCAC Certain versions of Kcheckpass from Kde contain the following
’ vulnerability:

kcheckpass passes a user-supplied argument to the pam_start
function, often within a setuid environment, which allows local users to
invoke any configured PAM stack, and possibly trigger unintended side
effects, via an arbitrary valid PAM service name, a different
vulnerability than CVE-2011-4122. NOTE: the vendor indicates that the
possibility of resultant privilege escalation may be "a bit far-fetched."

CVE-2011-5054 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
=3
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
IBM X-Force Exchange € XF kcheckpass-pamstart-priv-esc(72230)
oss-security - Re: Disputing CVE-2011- ¢ > MLIST [oss-security] 20120102 Re: Disputing CVE-2011-
4122 4122
oss-security - Re: Disputing CVE-2011- ¢ > MLIST [oss-security] 20120102 Re: Disputing CVE-2011-
4122 4122
oss-security - Re: Disputing CVE-2011- ¢ > MLIST [oss-security] 20111224 Re: Disputing CVE-2011-
4122 4122
oss-security - Disputing CVE-2011-4122 ¢ > MLIST [oss-security] 20111207 Disputing CVE-2011-4122



https://cve.report/
https://cve.report/CVE-2011-5054/mitre
https://cve.report/CVE-2011-5054/nist
https://cve.report/CVE-2011-5054/cve_org
https://cve.report/CVE-2011-5054.pdf
http://cve.report/software/kde/kcheckpass
http://cve.report/vendor/kde
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/72230
http://openwall.com/lists/oss-security/2012/01/02/11
http://openwall.com/lists/oss-security/2012/01/02/10
http://openwall.com/lists/oss-security/2011/12/23/8
http://openwall.com/lists/oss-security/2011/12/07/3

oss-security - Re: Disputing CVE-2011-

4122

oss-security - Re: Disputing CVE-2011-

4122

oss-security - Re: Disputing CVE-2011-

4122

c-skills.blogspot.com

oss-security - Re: Disputing CVE-2011-

4122

C-skills: openpam trickery

¢ > MLIST [oss-security] 20111228 Re: Disputing CVE-2011-
4122

{ > MLIST [oss-security] 20111226 Re: Disputing CVE-2011-
4122

¢ > MLIST [oss-security] 20111228 Re: Disputing CVE-2011-
4122

& MISC c-skills.blogspot.com/2011/11/openpam-trickery.html

¢ > MLIST [oss-security] 20111208 Re: Disputing CVE-2011-
4122

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Kde Kcheckpass All All All All
Application Kde Kcheckpass All All All All
cpe:2.3:a:kde:kcheckpass:*:*:***:*:*:*:
cpe:2.3:a:kde:kcheckpass:*:*: " *:*:
No vendor comments have been submitted for this CVE
« Previous ID Next ID—
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