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Summary

CVE CVE-2011-5060

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-13 19:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description The par_mktmpdir function in the PAR module before 1.003 for Perl creates temporary files in a directory with a predictable name without verifying ownership and permissions of this directory, which allows local users to overwrite files when another user extracts a PAR packed program, a different vulnerability in a different package than CVE-2011-4114.

Risk And Classification

Primary CVSS: v2.0 3.3 from nvd@nist.gov

AV:L/AC:M/Au:N/C:N/I:P/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:L/AC:M/Au:N/C:N/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Roderich Schupp Par-packer Module 0.63 All All All

Application Roderich Schupp Par-packer Module 0.64 All All All

Access Vector

Local

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2011-5060/mitre
https://cve.report/CVE-2011-5060/nist
https://cve.report/CVE-2011-5060/cve_org
https://cve.report/api/cve/CVE-2011-5060.json
https://cve.report/CVE-2011-5060.pdf
http://cve.report/vendor/roderich_schupp
http://cve.report/software/roderich_schupp/par-packer_module


Application Roderich Schupp Par-packer Module 0.64 All All All

Application Roderich Schupp Par-packer Module 0.65 All All All

Application Roderich Schupp Par-packer Module 0.66 All All All

Application Roderich Schupp Par-packer Module 0.67 All All All

Application Roderich Schupp Par-packer Module 0.68 All All All

Application Roderich Schupp Par-packer Module 0.69 All All All

Application Roderich Schupp Par-packer Module 0.70 All All All

Application Roderich Schupp Par-packer Module 0.71 All All All

Application Roderich Schupp Par-packer Module 0.72 All All All

Application Roderich Schupp Par-packer Module 0.73 All All All

Application Roderich Schupp Par-packer Module 0.74 All All All

Application Roderich Schupp Par-packer Module 0.75 All All All

Application Roderich Schupp Par-packer Module 0.76 All All All

Application Roderich Schupp Par-packer Module 0.77 All All All

Application Roderich Schupp Par-packer Module 0.78 All All All

Application Roderich Schupp Par-packer Module 0.79 All All All

Application Roderich Schupp Par-packer Module 0.80 All All All

Application Roderich Schupp Par-packer Module 0.81 All All All

Application Roderich Schupp Par-packer Module 0.82 All All All

Application Roderich Schupp Par-packer Module 0.83 All All All

Application Roderich Schupp Par-packer Module 0.85 All All All

Application Roderich Schupp Par-packer Module 0.86 All All All

Application Roderich Schupp Par-packer Module 0.87 All All All

Application Roderich Schupp Par-packer Module 0.88 All All All

Application Roderich Schupp Par-packer Module 0.89 All All All

Application Roderich Schupp Par-packer Module 0.90 All All All

Application Roderich Schupp Par-packer Module 0.91 All All All

Application Roderich Schupp Par-packer Module 0.92 All All All

Application Roderich Schupp Par-packer Module 0.93 All All All

Application Roderich Schupp Par-packer Module 0.94 All All All

Application Roderich Schupp Par-packer Module 0.941 All All All

Application Roderich Schupp Par-packer Module 0.942 All All All

Application Roderich Schupp Par-packer Module 0.951 All All All

Application Roderich Schupp Par-packer Module 0.952 All All All

Application Roderich Schupp Par-packer Module 0.953 All All All

Application Roderich Schupp Par-packer Module 0.954 All All All
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Application Roderich Schupp Par-packer Module 0.954 All All All

Application Roderich Schupp Par-packer Module 0.955 All All All

Application Roderich Schupp Par-packer Module 0.956 All All All

Application Roderich Schupp Par-packer Module 0.957 All All All

Application Roderich Schupp Par-packer Module 0.958 All All All

Application Roderich Schupp Par-packer Module 0.959 All All All

Application Roderich Schupp Par-packer Module 0.960 All All All

Application Roderich Schupp Par-packer Module 0.970 All All All

Application Roderich Schupp Par-packer Module 0.973 All All All

Application Roderich Schupp Par-packer Module 0.975 All All All

Application Roderich Schupp Par-packer Module 0.976 All All All

Application Roderich Schupp Par-packer Module 0.977 All All All

Application Roderich Schupp Par-packer Module 0.978 All All All

Application Roderich Schupp Par-packer Module 0.979 All All All

Application Roderich Schupp Par-packer Module 0.980 All All All

Application Roderich Schupp Par-packer Module 0.981 All All All

Application Roderich Schupp Par-packer Module 0.982 All All All

Application Roderich Schupp Par-packer Module 0.991 All All All

Application Roderich Schupp Par-packer Module 0.992_01 All All All

Application Roderich Schupp Par-packer Module 0.992_02 All All All

Application Roderich Schupp Par-packer Module 0.992_03 All All All

Application Roderich Schupp Par-packer Module 0.992_04 All All All

Application Roderich Schupp Par-packer Module 0.992_05 All All All

Application Roderich Schupp Par-packer Module 0.992_06 All All All

Application Roderich Schupp Par-packer Module 1.000 All All All

Application Roderich Schupp Par-packer Module 1.001 All All All

Application Roderich Schupp Par-packer Module All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Bug #69560 for PAR-Packer: PAR packed files are extracted to unsafe and predictable temporary directories af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Bug 753955 – CVE-2011-4114 CVE-2011-5060 perl-PAR-Packer/perl-PAR: insecure temporary directory handling af854a3a-2127-422b-91ae-364da2661108
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cpansearch.perl.org/src/RSCHUPP/PAR-1.003/ChangeLog af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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