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CVE CVE-2011-5062
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-14 21:55:00 UTC
Updated 2026-04-29 01:13:23 UTC
Description The HTTP Digest Access Authentication implementation in Apache Tomcat 5.5.x before 5.5.34, 6.x before 6.0.33, and 7.x t

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.5.0 All All All
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Application Apache Tomcat 7.0.5 All All All
Application Apache Tomcat 7.0.6 All All All
Application Apache Tomcat 7.0.7 All All All
Application Apache Tomcat 7.0.8 All All All
Application Apache Tomcat 7.0.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

Debian -- Security Information -- DSA-2401-1 tomcat6
Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2012:0208-1: important: tomcat6: Fix mul

Pony Mail!

[Apache-SVN] Revision 1087655

[Apache-SVN] Revision 1158180

Apache Tomcat® - Apache Tomcat 7 vulnerabilities
Red Hat Customer Portal

[security-announce] SUSE-SU-2012:0155-1: important: Security update for
Red Hat Customer Portal

[Apache-SVN] Revision 1159309

Apache Tomcat - Apache Tomcat 5 vulnerabilities
Pony Mail!

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

About Secunia Research | Flexera

'[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91
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af854a3a-2127-422b-91

Pony Mail! af854a3a-2127-422b-91
Pony Mail! af854a3a-2127-422b-91
Pony Mail! MITRE
Pony Mail! MITRE
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http://lists.opensuse.org/opensuse-security-announce/2012-02/msg00006.html
https://lists.apache.org/thread.html/8dcaf7c3894d66cb717646ea1504ea6e300021c85bb4e677dc16b1aa%2540%253Cdev.tomcat.apache.org%253E
http://svn.apache.org/viewvc?view=rev&rev=1087655
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http://tomcat.apache.org/security-7.html
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http://svn.apache.org/viewvc?view=rev&rev=1159309
http://tomcat.apache.org/security-5.html
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http://rhn.redhat.com/errata/RHSA-2012-0076.html
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http://secunia.com/advisories/57126
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Pony Mail! MITRE

Pony Mail! MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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