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Summary

CVE CVE-2011-5074

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-29 11:55:00 UTC

Updated 2012-02-02 05:00:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in Support Incident Tracker (aka SiT!) before 3.65 allow remote attackers to hijack the authentication of administrators for requests that change administrator email, add a new administrator, or insert arbitrary script via (1) user_profile_edit.php or (2) user_add.php.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sitracker Support Incident Tracker 3.21 All All All

Application Sitracker Support Incident Tracker 3.22 All All All

Application Sitracker Support Incident Tracker 3.22pl1 All All All

Application Sitracker Support Incident Tracker 3.23 All All All

Application Sitracker Support Incident Tracker 3.24 All All All

Application Sitracker Support Incident Tracker 3.24 beta-2 All All

Application Sitracker Support Incident Tracker 3.30 All All All

Application Sitracker Support Incident Tracker 3.30 beta2 All All

Application Sitracker Support Incident Tracker 3.31 All All All

Application Sitracker Support Incident Tracker 3.32 All All All

Application Sitracker Support Incident Tracker 3.33 All All All

Application Sitracker Support Incident Tracker 3.35 All All All

Application Sitracker Support Incident Tracker 3.35 beta1 All All

Application Sitracker Support Incident Tracker 3.36 All All All

Application Sitracker Support Incident Tracker 3.40 All All All

Application Sitracker Support Incident Tracker 3.40 beta1 All All

Application Sitracker Support Incident Tracker 3.41 All All All
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Application Sitracker Support Incident Tracker 3.41 All All All

Application Sitracker Support Incident Tracker 3.45 All All All

Application Sitracker Support Incident Tracker 3.45 beta1 All All

Application Sitracker Support Incident Tracker 3.50 All All All

Application Sitracker Support Incident Tracker 3.50 beta1 All All

Application Sitracker Support Incident Tracker 3.51 All All All

Application Sitracker Support Incident Tracker 3.6 All All All

Application Sitracker Support Incident Tracker 3.60 All All All

Application Sitracker Support Incident Tracker 3.61 All All All

Application Sitracker Support Incident Tracker 3.62 All All All

Application Sitracker Support Incident Tracker 3.63 All All All

Application Sitracker Support Incident Tracker 3.63 beta1 All All

Application Sitracker Support Incident Tracker 3.21 All All All

Application Sitracker Support Incident Tracker 3.22 All All All

Application Sitracker Support Incident Tracker 3.22pl1 All All All

Application Sitracker Support Incident Tracker 3.23 All All All

Application Sitracker Support Incident Tracker 3.24 All All All

Application Sitracker Support Incident Tracker 3.24 beta-2 All All

Application Sitracker Support Incident Tracker 3.30 All All All

Application Sitracker Support Incident Tracker 3.30 beta2 All All

Application Sitracker Support Incident Tracker 3.31 All All All

Application Sitracker Support Incident Tracker 3.32 All All All

Application Sitracker Support Incident Tracker 3.33 All All All

Application Sitracker Support Incident Tracker 3.35 All All All

Application Sitracker Support Incident Tracker 3.35 beta1 All All

Application Sitracker Support Incident Tracker 3.36 All All All

Application Sitracker Support Incident Tracker 3.40 All All All

Application Sitracker Support Incident Tracker 3.40 beta1 All All

Application Sitracker Support Incident Tracker 3.41 All All All

Application Sitracker Support Incident Tracker 3.45 All All All

Application Sitracker Support Incident Tracker 3.45 beta1 All All

Application Sitracker Support Incident Tracker 3.50 All All All

Application Sitracker Support Incident Tracker 3.50 beta1 All All

Application Sitracker Support Incident Tracker 3.51 All All All

Application Sitracker Support Incident Tracker 3.6 All All All

Application Sitracker Support Incident Tracker 3.60 All All All
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Application Sitracker Support Incident Tracker 3.61 All All All

Application Sitracker Support Incident Tracker 3.62 All All All

Application Sitracker Support Incident Tracker 3.63 All All All

Application Sitracker Support Incident Tracker 3.63 beta1 All All

Application Sitracker Support Incident Tracker All All All All

References

Reference Source Link Tags

Support Incident Tracker Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com Vendor Advisory

ReleaseNotes365 - Sit CONFIRM sitracker.org

High-Tech Bridge SA - Advisories - Multiple vulnerabilities in SiT! Support Incident Tracker MISC www.htbridge.ch Exploit

SecurityFocus BUGTRAQ www.securityfocus.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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