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CVE-2011-5092

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Rt from BGSth’&CtiC&' contain the foIIowing
’ vulnerability:

Best Practical Solutions RT 3.8.x before 3.8.12 and 4.x before 4.0.6
allows remote attackers to execute arbitrary code and gain privileges
via unspecified vectors, a different vulnerability than CVE-2011-4458
and CVE-2011-5098.

CVE-2011-5092 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[rt-announce] RT 4.0.6 Released - Security 57 MLIST [rt-announce] 20120522 RT 4.0.6 Released - Security

Release e reee el Release
text/htm|

[rt-announce] Security vulnerabilities in RT

5 MLIST [rt-announce] 20120522 Security vulnerabilities in RT

[rt-announce] RT 3.8.12 Released - Security [ Patch | [ MLIST [rt-announce] 20120522 RT 3.8.12 Released - Security

Release lists.bestpractical.com JNstCI[-EE

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

|
lists.bestpractical.com
|

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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https://cve.report/
https://cve.report/CVE-2011-5092/mitre
https://cve.report/CVE-2011-5092/nist
https://cve.report/CVE-2011-5092/cve_org
https://cve.report/CVE-2011-5092.pdf
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.bestpractical.com/pipermail/rt-announce/2012-May/000204.html
http://lists.bestpractical.com/pipermail/rt-announce/2012-May/000202.html
http://lists.bestpractical.com/pipermail/rt-announce/2012-May/000203.html
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There are currently no QIDs associated with this CVE
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Bestpractical
Bestpractical
Bestpractical

Bestpractical

Rt

Rt

Rt

Rt

Rt

Rt

Rt
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Rt
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Rt

Rt

Rt

Rt
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3.8.0

3.8.0
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3.8.1
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3.8.10

3.8.11

3.8.12

3.8.2

3.8.2

3.8.2

3.8.3

3.8.3

3.8.3

3.8.4

3.84

rci

rc2

All

rci

rc2

rc3

All

All

All

All

All

All

All

All

All

rci

rc2

rc3

All

rci

rc2

rc3

rc4

rch

All

All

All

All

rci

rc2

All

rcl

rc2

All

rci

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical
Bestpractical

Bestpractical

cpe:2.3:a:bestpractical:rt:3.0.0:%:*:* """

cpe:2.3:a:bestpractical:rt:3.0.1:%:*: """

dkukakukkakuk.

cpe:2.3:a:bestpractical:rt:3.0.10:* " *:*:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.0.10:pret:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:bestpractical:rt:3.0.10:rc1 " ™

dkukakukakakuk.

cpe:2.3:a:bestpractical:rt:3.0. 11 *: "

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

Rt

3.8.5

3.8.6

3.8.6

3.8.7

3.8.7

3.8.8

3.8.8

3.8.8

3.8.8

3.8.9

3.8.9

3.8.9

3.8.9

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.0.0

4.01

4.0.2

4.0.3

4.0.4

4.0.5

All

All

rci

All

rci

All

rc2

rc3

rc4

All

rci

rc2

rc3

All

rci

rc2

rc3

rc4

rch

rcé

rc7

rc8

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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Rk kR kuk.

cpe:2.3:a:bestpractical:rt:3.0.11:rc2:*:*:*:*:*:*:

Rk R akkuk.

cpe:2.3:a:bestpractical:rt:3.0.11:rc3:*:*:**:*:*:

dkak kR kak.

cpe:2.3:a:bestpractical:rt:3.0.11:rcd:

Lk Lk k ok akakak.

cpe:2.3:a:bestpractical:rt:3.0.12:*:

cpe:2.3:a:bestpractical:rt:3.0.2:* "

cpe:2.3:a:bestpractical:rt:3.0.3:* "

cpe:2.3:a:bestpractical:rt:3.0.4:* >

cpe:2.3:a:bestpractical:rt:3.0.5: %

cpe:2.3:a:bestpractical:rt:3.0.6:* % * "

cpe:2.3:a:bestpractical:rt:3.0.7: 7 * "%

cpe:2.3:a:bestpractical:rt:3.0.7. 1 %"

cpe:2.3:a:bestpractical:rt:3.0.8:*:* """

cpe:2.3:a:bestpractical:rt:3.0.9:* "%

cpe:2.3:a:bestpractical:rt:3.1.2:%:*:* """

cpe:2.3:a:bestpractical:rt:3.1.3:% """

cpe:2.3:a:bestpractical:rt:3.1.4:%:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.1.5:%:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.1.6:*:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.1.7:% "

cpe:2.3:a:bestpractical:rt:3.1.8:*:*:***:*:*:



cpe:2.3:a:bestpractical:rt:3.2.0:*:*:***:*:*:

kKK kK,

cpe:2.3:a:bestpractical:rt:3.2.0:rc1:*: %

Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.2.0:rc2:*: "

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.2.0:re3:*: "

Rk kKKK,

cpe:2.3:a:bestpractical:rt:3.2.0:rc4 > "

cpe:2.3:a:bestpractical:rt:3.2. 1

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.2.1:rc1 > %

SRk kL kKK,

cpe:2.3:a:bestpractical:rt:3.2.1:rc2:*:* " *:

SRk ok kKK,

cpe:2.3:a:bestpractical:rt:3.2.1:rc3:*: "%

cpe:2.3:a:bestpractical:rt:3.2.1:rc4 > **:*:*:
cpe:2.3:a:bestpractical:rt:3.2.2:*: " "

cpe:2.3:a:bestpractical:rt:3.2.2:rc1 """

cpe:2.3:a:bestpractical:rt:3.2.3:* "%

ARk LKLk LK Lk,

cpe:2.3:a:bestpractical:rt:3.4.0:rc6:™:*:*:*:

cpe:2.3:a:bestpractical:rt:3.4.1: % %"

cpe:2.3:a:bestpractical:rt:3.4.2:*:*:***:*:*:

kKK KLk Lk,

cpe:2.3:a:bestpractical:rt:3.4.2:rc1 "

kKK kKK,

coe:2.3:a:bestoractical:rt:3.4.3:rc2:***:* % *:



cpe:2.3:a:bestpractical:rt:3.4.4:*

dkak kR ukak.

cpe:2.3:a:bestpractical:rt:3.4.4:pre1: "

dk Kk ok kuk.

cpe:2.3:a:bestpractical:rt:3.4.4:pre2:*:*:**:*:*:

dkak Lk akakak.

cpe:2.3:a:bestpractical:rt:3.4.4:pre3:

cpe:2.3:a:bestpractical:rt:3.4.5:

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.4.5:rc1
cpe:2.3:a:bestpractical:rt:3.4.5:rc2:*:***
cpe:2.3:a:bestpractical:rt:3.4.6:

SRk ok kKK,

cpe:2.3:a:bestpractical:rt:3.4.6:rc1 >

cpe:2.3:a:bestpractical:rt:3.5.1: """

cpe:2.3:a:bestpractical:rt:3.5.2:* """

cpe:2.3:a:bestpractical:rt:3.5.3:*:* """

cpe:2.3:a:bestpractical:rt:3.5.4:%:* % ":*:

cpe:2.3:a:bestpractical:rt:3.5.5:* """

cpe:2.3:a:bestpractical:rt:3.5.6:*:*:* """

cpe:2.3:a:bestpractical:rt:3.5.7:% %"

cpe:2.3:a:bestpractical:rt:3.6.0:*:*: " ":*:

kKK KLk Lk,

cpe:2.3:a:bestpractical:rt:3.6.0:rc2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.6.0:rc3:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.6.1: % :*:*:

dkak kR kuk.

cpe:2.3:a:bestpractical:rt:3.6.1:pre2:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.6.2:* "

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.2:rc1:*: "

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.2:rc3:*:***:*:*:

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.2:rc4 > ** "

cpe:2.3:a:bestpractical:rt:3.6.3:**:*****:

cpe:2.3:a:bestpractical:rt:3.6.3:rc1:*: %

kKoK kKK,

cpe:2.3:a:bestpractical:rt:3.6.3:rc2:*:***:*1*:

SRk ok Kk k.

cpe:2.3:a:bestpractical:rt:3.6.3:rc3:": "%

cpe:2.3:a:bestpractical:rt:3.6.7:* """

cpe:2.3:a:bestpractical:rt:3.6.8:*:*:* " *:*:

cpe:2.3:a:bestpractical:rt:3.6.9:*:* " *:*:

cpe:2.3:a:bestpractical:rt:3.7.1: % "%

cpe:2.3:a:bestpractical:rt:3.7.5:% " *:

dkukakkakakak.

cpe:2.3:a:bestpractical:rt:3.7.80:*:** " *:*:

PRV N YN MR IO JRpiy Poray, B Je ¥ BTS2



cpe.c.o.d.pespracucdlrts./.o0o. ..o
cpe:2.3:a:bestpractical:rt:3.7.86:*:*:*:*:*:*:*:
cpe:2.3:a:bestpractical:rt:3.8.0: "

kKKK k.

cpe:2.3:a:bestpractical:rt:3.8.0:rc1

Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.8.0:rc2:*:*:**:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1: "

cpe:2.3:a:bestpractical:rt:3.8.1:rc1 > "

cpe:2.3:a:bestpractical:rt:3.8.1:rc2:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc3:*:* % *1*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc4 > **:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc5:" "%

cpe:2.3:a:bestpractical:rt:3.8.2:*:*:* """

cpe:2.3:a:bestpractical:rt:3.8.5:*:* " *:
cpe:2.3:a:bestpractical:rt:3.8.6:*:*:* " *:

cpe:2.3:a:bestpractical:rt:3.8.6:rc1:*:*:*:*:

cpe:2.3:a:bestpractical:rt:3.8.7:% 7 *:*:

cpe:2.3:a:bestpractical:rt:3.8.8:*: """



kK kR k.

cpe:2.3:a:bestpractical:rt:3.8.8:rc3:*:***:*:*:

Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.8.8:rc4 >

cpe:2.3:a:bestpractical:rt:3.8.9:* "

SRk kKR k.

cpe:2.3:a:bestpractical:rt:3.8.9:rc1

SRk ok KRk,

cpe:2.3:a:bestpractical:rt:3.8.9:rc3:*:*** 1"
cpe:2.3:a:bestpractical:rt:4.0.0:* >

cpe:2.3:a:bestpractical:rt:4.0.0:rct >

SRk kKKK,

cpe:2.3:a:bestpractical:rt:4.0.0:rc2:*:* %" *:

cpe:2.3:a:bestpractical:rt:4.0.1:%:* %"
cpe:2.3:a:bestpractical:rt:4.0.2:*:*:*: """
cpe:2.3:a:bestpractical:rt:4.0.3:*:*: %"
cpe:2.3:a:bestpractical:rt:4.0.4:*:*:* """
cpe:2.3:a:bestpractical:rt:4.0.5:*:*:* """
cpe:2.3:a:bestpractical:rt:3.0.0:%:*:* "
cpe:2.3:a:bestpractical:rt:3.0.1:*:*:* 7 "
cpe:2.3:a:bestpractical:rt:3.0.10:*:* " *:*:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.0.10:pret:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.0.10:pre2:*:*:*:*:*:*:

dkak Lk akkuk.

cpe:2.3:a:bestpractical:rt:3.0.10:rc1 " ™



dkak kR ukuk.

cpe:2.3:a:bestpractical:rt:3.0.11:rc2:*:*:*:*:*:*:

akak Lk akakuk.

cpe:2.3:a:bestpractical:rt:3.0.11:rcd:

Sk Lk k kR akak.

cpe:2.3:a:bestpractical:rt:3.0.12:*

cpe:2.3:a:bestpractical:rt:3.0.2:* "

cpe:2.3:a:bestpractical:rt:3.0.3:* "

cpe:2.3:a:bestpractical:rt:3.0.4:* >

cpe:2.3:a:bestpractical:rt:3.0.5:

cpe:2.3:a:bestpractical:rt:3.0.6:* "

cpe:2.3:a:bestpractical:rt:3.0.7: > "%

cpe:2.3:a:bestpractical:rt:3.0.7.1:* "

cpe:2.3:a:bestpractical:rt:3.0.8:*:* """

cpe:2.3:a:bestpractical:rt:3.0.9:* """

cpe:2.3:a:bestpractical:rt:3.1.2:% 7 :":*:

cpe:2.3:a:bestpractical:rt:3.1.3:%:*: 7 :":*:

cpe:2.3:a:bestpractical:rt:3.1.4:* 7 *:":*:

cpe:2.3:a:bestpractical:rt:3.1.5:% 7 :*:*:

cpe:2.3:a:bestpractical:rt:3.1.6:*:*:* """

cpe:2.3:a:bestpractical:rt:3.1.7:% 7 *:*:

cpe:2.3:a:bestpractical:rt:3.1.8:*:*:* """

cpe:2.3:a:bestpractical:rt:3.2.0:*:*:***:*:*:



Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.2.0:rc1:*:

Rk kKR k.

cpe:2.3:a:bestpractical:rt:3.2.0:re3:*: "
cpe:2.3:a:bestpractical:rt:3.2.0:rc4 > "
cpe:2.3:a:bestpractical:rt:3.2. 1 "

cpe:2.3:a:bestpractical:rt:3.2.1:rc1 > %
cpe:2.3:a:bestpractical:rt:3.2.1:rc2:*:***:*:*:
cpe:2.3:a:bestpractical:rt:3.2.1:re3:*: %" *:
cpe:2.3:a:bestpractical:rt:3.2.1:rc4 > "%
cpe:2.3:a:bestpractical:rt:3.2.2:* % * "%

cpe:2.3:a:bestpractical:rt:3.2.2:rc1 """

cpe:2.3:a:bestpractical:rt:3.2.3:* "%

cpe:2.3:a:bestpractical:rt:3.4.1: % """

cpe:2.3:a:bestpractical:rt:3.4.2:*:*:***:":*:

kKK LKLk Lk,

cpe:2.3:a:bestpractical:rt:3.4.2:rc2:*:*:*:*:*::

cpe:2.3:a:bestpractical:rt:3.4.3:*:* " *:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.4.3:rc2:*:*:*:*:*:*:



cpe:2.3:a:bestpractical:rt:3.4.4:*:*:***:*:*:

dkak kR ukuk.

cpe:2.3:a:bestpractical:rt:3.4.4:pre1: "

dkak kR akak.

cpe:2.3:a:bestpractical:rt:3.4.4:pre3:*: "

cpe:2.3:a:bestpractical:rt:3.4.5:*

N I

cpe:2.3:a:bestpractical:rt:3.4.5:pret

SRk Lk Kk k.

cpe:2.3:a:bestpractical:rt:3.4.5:rc1

cpe:2.3:a:bestpractical:rt:3.4.6:

Rk ok kKK,

cpe:2.3:a:bestpractical:rt:3.4.6:rc1:*:*****:

Rk ok kKK,

cpe:2.3:a:bestpractical:rt:3.4.6:rc2:*:*** "%
cpe:2.3:a:bestpractical:rt:3.4.7:rc1 """
cpe:2.3:a:bestpractical:rt:3.5.1: """
cpe:2.3:a:bestpractical:rt:3.5.2:*:* %" *:
cpe:2.3:a:bestpractical:rt:3.5.3:% """
cpe:2.3:a:bestpractical:rt:3.5.4:* % ":*:
cpe:2.3:a:bestpractical:rt:3.5.5:* """
cpe:2.3:a:bestpractical:rt:3.5.6:*:* """

cpe:2.3:a:bestpractical:rt:3.5.7:% """

cpe:2.3:a:bestpractical:rt:3.6.0:*:* " ":*:

cpe:2.3:a:bestpractical:rt:3.6.1: % :*:*:

dkak Lk akkuk.

cpe:2.3:a:bestpractical:rt:3.6.1:pre2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:bestpractical:rt:3.6.1:rc2:*:*:*:*:*:*:



kKKK k.

cpe:2.3:a:bestpractical:rt:3.6.2:rc3:*: "

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.2:rc4 >

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.6.2:rc5:*:*** 1"

cpe:2.3:a:bestpractical:rt:3.6.3:* "%

SRk ok kKK,

cpe:2.3:a:bestpractical:rt:3.6.3:rc2:*:*** "1 *:

SRk ok Kk k.

cpe:2.3:a:bestpractical:rt:3.6.3:rc3:*:*** "%

cpe:2.3:a:bestpractical:rt:3.6.3:rc4: " "

cpe:2.3:a:bestpractical:rt:3.6.4: %% ":*:

akk LKLk LK Lk,

cpe:2.3:a:bestpractical:rt:3.6.6:rc3:*:*:*: %

cpe:2.3:a:bestpractical:rt:3.6.7:% """

cpe:2.3:a:bestpractical:rt:3.6.8:*:*:* " ":*:

cpe:2.3:a:bestpractical:rt:3.6.9:*:*:* " *:*:

cpe:2.3:a:bestpractical:rt:3.7.1: % "%

cpe:2.3:a:bestpractical:rt:3.7.5:% " *:

dkakakkkakak.

cpe:2.3:a:bestpractical:rt:3.7.80:*:** " *:*:



Sk kak Lk akakak.

cpe:2.3:a:bestpractical:rt:3.7.86:*:*:*:*:**:*:

cpe:2.3:a:bestpractical:rt:3.8.0:**:*:*:*:*:*:

kKKK kK,

cpe:2.3:a:bestpractical:rt:3.8.0:rc1 "

Rk kKKK,

cpe:2.3:a:bestpractical:rt:3.8.0:rc3:*: "

cpe:2.3:a:bestpractical:rt:3.8. 1 "

cpe:2.3:a:bestpractical:rt:3.8.1:rc1 > *:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc2:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc3:*: 1 "1 *:

cpe:2.3:a:bestpractical:rt:3.8.1:rc4 > **:*:*:

cpe:2.3:a:bestpractical:rt:3.8.1:rc5:" " "

dkakakakakakak.

cpe:2.3:a:bestpractical:rt:3.8.10: " ":*:*:

cpe:2.3:a:bestpractical:rt:3.8.4:* """

ARk LKLk LKLk,

cpe:2.3:a:bestpractical:rt:3.8.4:rc1 ™"
cpe:2.3:a:bestpractical:rt:3.8.5:*:* " ":*:
cpe:2.3:a:bestpractical:rt:3.8.6:*:*:* " ":*:
cpe:2.3:a:bestpractical:rt:3.8.6:rc1:*:*:*:*:
cpe:2.3:a:bestpractical:rt:3.8.7:% 7 *:*:

cpe:2.3:a:bestpractical:rt:3.8.7:rc1:*:*

cpe:2.3:a:bestpractical:rt:3.8.8:*:*:*:*:*:*:*:

AnnD iathactnrantinalrd2 Q QuraN dokakokkx,



LMG.c.0.A.vTopIiavtival.l L.u.0.0.1uvc. - - . e .

Kk kKKK,

cpe:2.3:a:bestpractical:rt:3.8.8:rc3:*:***:*:*:

cpe:2.3:a:bestpractical:rt:3.8.9:* "

cpe:2.3:a:bestpractical:rt:3.8.9:rc1

SRk kKKK,

cpe:2.3:a:bestpractical:rt:3.8.9:rc2:*:***:*:*:
cpe:2.3:a:bestpractical:rt:3.8.9:rc3:*:* 1 * "1
cpe:2.3:a:bestpractical:rt:4.0.0:*

SRk kL kKK,

cpe:2.3:a:bestpractical:rt:4.0.0:rct >

SRk kKKK,

cpe:2.3:a:bestpractical:rt:4.0.0:re3:*: % %

Rk ok kKK,

cpe:2.3:a:bestpractical:rt:4.0.0:rcd ™"

cpe:2.3:a:bestpractical:rt:4.0.1 " "

cpe:2.3:a:bestpractical:rt:4.0.2:*:*:* """

cpe:2.3:a:bestpractical:rt:4.0.3:*:*:* """

cpe:2.3:a:bestpractical:rt:4.0.4:*:*:***: %"

cpe:2.3:a:bestpractical:rt:4.0.5:*: """

No vendor comments have been submitted for this CVE
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