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Summary

CVE CVE-2011-5109

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-23 20:55:00 UTC

Updated 2018-10-09 19:33:00 UTC

Description Multiple SQL injection vulnerabilities in Freelancer calendar 1.01 and earlier allow remote attackers to inject arbitrary web script or HTML via the SearchField parameter in a search action to (1) category_list.php, (2) Copy_of_calendar_list.php, (3) customer_statistics_list.php, (4) customer_list.php, and (5) task_statistics_list.php in the worldcalendar directory.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application John Geo Freelancer Calendar All All All All

References

Reference Source Link Tags

77248 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

77246 OSVDB osvdb.org

20111118 Freelancer calendar <= 1.01 SQL Injection Vulnerability FULLDISC archives.neohapsis.com Exploit

Freelancer calendar <= 1.01 SQL Injection Vulnerability EXPLOIT-DB www.exploit-db.com Exploit

77244 OSVDB osvdb.org

Freelancer calendar 'SearchField' Parameter Multiple SQL Injection Vulnerabilities BID www.securityfocus.com Exploit

77247 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

About Secunia Research | Flexera SECUNIA secunia.com Vendor Advisory

77245 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2011-5109/mitre
https://cve.report/CVE-2011-5109/nist
https://cve.report/CVE-2011-5109/cve_org
https://cve.report/api/cve/CVE-2011-5109.json
https://cve.report/CVE-2011-5109.pdf
http://cve.report/vendor/john_geo
http://cve.report/software/john_geo/freelancer_calendar
http://osvdb.org/77248
http://www.securityfocus.com/archive/1/520573/100/0/threaded
http://osvdb.org/77246
http://archives.neohapsis.com/archives/fulldisclosure/2011-11/0305.html
http://www.exploit-db.com/exploits/18127
http://osvdb.org/77244
http://www.securityfocus.com/bid/50733
http://osvdb.org/77247
https://exchange.xforce.ibmcloud.com/vulnerabilities/71403
http://secunia.com/advisories/46970
http://osvdb.org/77245
https://www.cve.org/CVERecord?id=CVE-2011-5109
https://nvd.nist.gov/vuln/detail/CVE-2011-5109


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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