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Summary

CVE CVE-2011-5124

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-26 19:55:00 UTC

Updated 2012-08-27 22:30:00 UTC

Description Stack-based buffer overflow in the BCAAA component before build 60258, as used by Blue Coat ProxySG 4.2.3 through 6.1 and ProxyOne, allows remote attackers to execute arbitrary code via a large packet to the synchronization port (16102/tcp).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bluecoat Proxyone All All All All

Application Bluecoat Proxyone All All All All

Application Bluecoat Proxysg 4.2.6 All All All

Application Bluecoat Proxysg 4.3.2.3 All All All

Application Bluecoat Proxysg 5.1 All All All

Application Bluecoat Proxysg 5.1.6.1 All All All

Application Bluecoat Proxysg 5.2 All All All

Application Bluecoat Proxysg 5.2.2.4 All All All

Application Bluecoat Proxysg 5.2.5.2 All All All

Application Bluecoat Proxysg 5.3 All All All

Application Bluecoat Proxysg 5.3.2.1 All All All

Application Bluecoat Proxysg 5.4 All All All

Application Bluecoat Proxysg 5.4.1.1 All All All

Hardware Bluecoat Proxysg 6 All All All

Application Bluecoat Proxysg 4.2.6 All All All

Application Bluecoat Proxysg 4.3.2.3 All All All

Application Bluecoat Proxysg 5.1 All All All

https://cve.report/
https://cve.report/CVE-2011-5124/mitre
https://cve.report/CVE-2011-5124/nist
https://cve.report/CVE-2011-5124/cve_org
https://cve.report/CVE-2011-5124.pdf
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxyone
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxyone
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg
http://cve.report/vendor/bluecoat
http://cve.report/software/bluecoat/proxysg


Application Bluecoat Proxysg 5.1 All All All

Application Bluecoat Proxysg 5.1.6.1 All All All

Application Bluecoat Proxysg 5.2 All All All

Application Bluecoat Proxysg 5.2.2.4 All All All

Application Bluecoat Proxysg 5.2.5.2 All All All

Application Bluecoat Proxysg 5.3 All All All

Application Bluecoat Proxysg 5.3.2.1 All All All

Application Bluecoat Proxysg 5.4 All All All

Application Bluecoat Proxysg 5.4.1.1 All All All

Hardware Bluecoat Proxysg 6 All All All

References

Reference Source Link Tags

Bluecoat Knowledge Base CONFIRM kb.bluecoat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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