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Summary

CVE CVE-2011-5136

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-30 22:55:04 UTC

Updated 2026-04-29 01:13:23 UTC

Description showImg.php in EPractize Labs Subscription Manager, possibly 1.0, allows remote attackers to overwrite arbitrary files via the db parameter.

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Epractizelabs Subscription Manager 1.0 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2011-5136/mitre
https://cve.report/CVE-2011-5136/nist
https://cve.report/CVE-2011-5136/cve_org
https://cve.report/api/cve/CVE-2011-5136.json
https://cve.report/CVE-2011-5136.pdf
http://cve.report/vendor/epractizelabs
http://cve.report/software/epractizelabs/subscription_manager


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Security Advisory SA47072 - EPractize Labs Subscription Manager &quot;email&quot; Code Injection Vulnerability - Secunia af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

osvdb.org/77505 af854a3a-2127-422b-91ae-364da2661108

Full Disclosure: Backdoor in EPractize Labs Online Subscription Manager from epractizelabs.com af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

EPractize Labs Software 2012-11-29 The PHP is used for tracking open email report in Email Marketing Software Express. It will not be called in any of your free subscription manager PHPs. We removed showImg.php from the latest version. You can verify at http://www.epractizelabs.com/email-marketing/subscription-manager.html (click download, extract and verify the contents).

There are currently no legacy QID mappings associated with this CVE.
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