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CVE CVE-2011-5163
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-15 17:55:00 UTC
Updated 2023-11-07 02:09:00 UTC
Description Buffer overflow in an unspecified third-party component in the Batch module for Schneider Electric CitectSCADA before 7.2

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mitsubishi-automation Mx4 Scada All All All All

Application Schneider-electric Citectscada All All All All

Reference Source Link

Landing page - Mitsubishi Electric Factory Automation - EMEA my.mitsubishi-autom:
Citect SCADA - High Performance Plant SCADA Software CONFIRM www.citect.com
76937 OSvDB www.osvdb.org

404 - File Not Found | CISA MISC www.us-cert.gov
About Secunia Research | Flexera SECUNIA secunia.com

About Secunia Research | Flexera SECUNIA secunia.com

CitectSCADA Batch Server Buffer Overflow Lets Local Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.(

Landing page - Mitsubishi Electric Factory Automation - EMEA CONFIRM my.mitsubishi-autom:
CVE Program record CVE.ORG WWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2011-5163/mitre
https://cve.report/CVE-2011-5163/nist
https://cve.report/CVE-2011-5163/cve_org
https://cve.report/CVE-2011-5163.pdf
http://cve.report/vendor/mitsubishi-automation
http://cve.report/software/mitsubishi-automation/mx4_scada
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/citectscada
https://my.mitsubishi-automation.com/downloads_show.php?portal_id=1&doc_type=safety&scat=2&sstr=MX4%252CSCADA
http://www.citect.com/citectscada-batch
http://www.osvdb.org/76937
http://www.us-cert.gov/control_systems/pdf/ICSA-11-279-02.pdf
http://secunia.com/advisories/46779
http://secunia.com/advisories/46786
http://www.securitytracker.com/id?1026306
https://my.mitsubishi-automation.com/downloads_show.php?portal_id=1&doc_type=safety&scat=2&sstr=MX4,SCADA
https://www.cve.org/CVERecord?id=CVE-2011-5163
https://nvd.nist.gov/vuln/detail/CVE-2011-5163

There are currently no legacy QID mappings associated with this CVE.
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