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AUNACUAUNCPILPIAP Certain versions of Ecommerce Shopping Cart from Neturf contain the
’ following vulnerability:

SQL injection vulnerability in search.php in Neturf eCommerce
Shopping Cart allows remote attackers to execute arbitrary SQL
commands via the SearchFor parameter. NOTE: some of these details
are obtained from third party information.

CVE-2011-5198 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description T Link

ags
Security Alerts - Secunia { SECUNIA 47354

web.archive.org

() OSVDB 78068

Not Archived

IBM X-Force Exchange € XF neturfecommerce-search-xss(72037)

Neturf Cross Site Scripting ~ Packet [ Exploit | () MISC packetstormsecurity.org/files/view/108231/neturf-

Storm packetstormsecurity.org xss.ixt
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2011-5198/mitre
https://cve.report/CVE-2011-5198/nist
https://cve.report/CVE-2011-5198/cve_org
https://cve.report/CVE-2011-5198.pdf
http://cve.report/software/neturf/ecommerce_shopping_cart
http://cve.report/vendor/neturf
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2011/http://secunia.com/advisories/47354
http://osvdb.org/78068
https://exchange.xforce.ibmcloud.com/vulnerabilities/72037
http://packetstormsecurity.org/files/view/108231/neturf-xss.txt
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Neturf Ecommerce Shopping Cart - All All All
Application Neturf Ecommerce Shopping Cart - All All All

cpe:2.3:a:neturf:ecommerce_shopping_cart:-:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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