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The readFrom function in providers.jaxb.JAXBXmITypeProvider in RESTEasy before 2.3.2 allows remote attackers to read
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References

Reference

IBM X-Force Exchange

RHSA-2012:1125

78680

RHSA-2012:1057

CVE Program record

NVD vulnerability detail

/

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Error - Red Hat Issue Tracker

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

RESTEasy JaxB XML Entity References Information Disclosure Vulnerability

Security Advisory SA57719 - Red Hat update for Red Hat JBoss BRMS - Secunia

Security Advisory SA57716 - Red Hat update for Red Hat JBoss BPM Suite - Secunia

Bug 785631 — CVE-2011-5245 CVE-2012-0818 RESTEasy: XML eXternal Entity (XXE) flaw

Security Advisory SA50084 - Red Hat update for JBoss Enterprise SOA Platform - Secunia

Security Advisory SA47832 - RESTEasy JAXB XML Entity References Information Disclosure Vulnerability - Secunia

[RESTEASY-647] RestEasy and XXE injection - Services that accept XML are vulnerable to XXE attacks, Part Il - Red Hat Issue Tracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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