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Summary

CVE CVE-2011-5261

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-12 20:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description Cross-site scripting (XSS) vulnerability in serverreport.cgi in Axis M10 Series Network Cameras M1054 firmware 5.21 and earlier allows remote attackers to inject arbitrary web script or HTML via the pageTitle parameter to admin/showReport.shtml.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Axis M1054 Network Camera - All All All

Hardware Axis M1054 Network Camera - All All All

Operating System Axis M10 Series Network Cameras Firmware All All All All

References

Reference Source

IBM X-Force Exchange XF

Blog not found MISC

77395 OSVDB

Security Advisory SA47037 - Axis M10 Series Network Cameras &quot;pageTitle&quot; Cross-Site Scripting Vulnerability - Secunia SECUNIA

Axis M10 Series Network Cameras Cross Site Scripting Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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