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CVE CVE-2011-5262
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-02-12 20:55:00 UTC
Updated 2013-02-13 05:00:00 UTC
Description SQL injection vulnerability in prodpage.cfm in SonicWALL Aventail allows remote attackers to execute arbitrary SQL comm:

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Sonicwall Aventail Sra Ex6000 - All All All
Hardware Sonicwall Aventail Sra Ex6000 - All All All
Hardware Sonicwall Aventail Sra Ex7000 - All All All
Hardware Sonicwall Aventail Sra Ex7000 - All All All
Hardware Sonicwall Aventail Sra Ex9000 - All All All
Hardware Sonicwall Aventail Sra Ex9000 - All All All
Application Sonicwall Aventail Sra Ex Virtual Appliance - All All All
Application Sonicwall Aventail Sra Ex Virtual Appliance - All All All
Reference Source Link Tags
SonicWALL Aventail 'CategorylD' Parameter SQL Injection Vulnerability BID www.securityfocus.com  Exploit
SonicWALL Aventail SSL-VPN SQL Injection Vulnerability EXPLOIT-DB  www.exploit-db.com Exploit

77484 OSVDB www.osvdb.org Exploit

CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/aventail_sra_ex9000
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/aventail_sra_ex_virtual_appliance
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/aventail_sra_ex_virtual_appliance
http://www.securityfocus.com/bid/50702
http://www.exploit-db.com/exploits/18122
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https://www.cve.org/CVERecord?id=CVE-2011-5262
https://nvd.nist.gov/vuln/detail/CVE-2011-5262

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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