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Summary

CVE CVE-2012-0030

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-13 18:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description Nova 2011.3 and Essex, when using the OpenStack API, allows remote authenticated users to bypass access restrictions for tenants of other users via an OSAPI request with a modified project_id URI parameter.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Essex All All All All

Application Openstack Essex All All All All

Application Openstack Nova 2011.3 All All All

Application Openstack Nova 2011.3 All All All

References

Reference

OpenStack Nova API Access Restriction Security Bpyass Vulnerability

USN-1326-1: Nova vulnerability | Ubuntu

IBM X-Force Exchange

[OSSA 2012-001] Tenant bypass by authenticated users using OpenStack API (CVE-2012-0030) : Mailing list archive : openstack team in Launchpad

Security Advisory SA47543 - Ubuntu update for nova - Secunia

Do not overwrite project_id from request params · openstack/nova@3d4ffb6 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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