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curl and libcurl 7.2x before 7.24.0 do not properly consider special characters during extraction of a pathname from a URL,
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
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Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Curl Curl 7.20.0 All All All
Curl Curl 7.20.1 All All All
Curl Curl 7.21.0 All All All
Curl Curl 7.21.1 All All All
Curl Curl 7.21.2 All All All
Curl Curl 7.21.3 All All All
Curl Curl 7.21.4 All All All
Curl Curl 7.21.5 All All All
Curl Curl 7.21.6 All All All
Curl Curl 7.21.7 All All All
Curl Curl 7.22.0 All All All
Curl Curl 7.23.0 All All All
Curl Curl 7.23.1 All All All
Curl Curl 7.20.0 All All All
Curl Curl 7.20.1 All All All
Curl Curl 7.21.0 All All All
Curl Curl 7.211 All All All
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curl.haxx.se/curl-url-sanitize.patch

Gentoo Linux Documentation -- cURL: Multiple vulnerabilities

Security Advisory SA48256 - Gentoo update for curl - Secunia

Oracle Critical Patch Update - July 2015

Debian -- Security Information -- DSA-2398-2 curl

Document Display | HPE Support Center

Malformed Request

cURL - Security Advisory (URL sanitization vulnerability)

About the security content of OS X Lion v10.7.4 and Security Update 2012-002

APPLE-SA-2012-05-09-1 OS X Lion v10.7.4 and Security Update 2012-002

Oracle Hyperion Bugs Let Remote Users Partially Access and Modify Data and Partially Deny Service - Security Tracker
URL sanitize: reject URLs containing bad data - curl/curl@75ca568 - GitHub

www.mandriva.com

Bug 773457 — CVE-2012-0036 curl: URL sanitization vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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