
CVE-2012-0036
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2012-0036

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-13 20:55:00 UTC

Updated 2018-01-10 02:29:00 UTC

Description curl and libcurl 7.2x before 7.24.0 do not properly consider special characters during extraction of a pathname from a URL, which allows remote attackers to conduct data-injection attacks via a crafted URL, as demonstrated by a CRLF injection attack on the (1) IMAP, (2) POP3, or (3) SMTP protocol.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Curl Curl 7.20.0 All All All

Application Curl Curl 7.20.1 All All All

Application Curl Curl 7.21.0 All All All

Application Curl Curl 7.21.1 All All All

Application Curl Curl 7.21.2 All All All

Application Curl Curl 7.21.3 All All All

Application Curl Curl 7.21.4 All All All

Application Curl Curl 7.21.5 All All All

Application Curl Curl 7.21.6 All All All

Application Curl Curl 7.21.7 All All All

Application Curl Curl 7.22.0 All All All

Application Curl Curl 7.23.0 All All All

Application Curl Curl 7.23.1 All All All

Application Curl Curl 7.20.0 All All All

Application Curl Curl 7.20.1 All All All

Application Curl Curl 7.21.0 All All All

Application Curl Curl 7.21.1 All All All

https://cve.report/
https://cve.report/CVE-2012-0036/mitre
https://cve.report/CVE-2012-0036/nist
https://cve.report/CVE-2012-0036/cve_org
https://cve.report/api/cve/CVE-2012-0036.json
https://cve.report/CVE-2012-0036.pdf
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl
http://cve.report/vendor/curl
http://cve.report/software/curl/curl


Application Curl Curl 7.21.1 All All All

Application Curl Curl 7.21.2 All All All

Application Curl Curl 7.21.3 All All All

Application Curl Curl 7.21.4 All All All

Application Curl Curl 7.21.5 All All All

Application Curl Curl 7.21.6 All All All

Application Curl Curl 7.21.7 All All All

Application Curl Curl 7.22.0 All All All

Application Curl Curl 7.23.0 All All All

Application Curl Curl 7.23.1 All All All

Application Curl Libcurl 7.20.0 All All All

Application Curl Libcurl 7.20.1 All All All

Application Curl Libcurl 7.21.0 All All All

Application Curl Libcurl 7.21.1 All All All

Application Curl Libcurl 7.21.2 All All All

Application Curl Libcurl 7.21.3 All All All

Application Curl Libcurl 7.21.4 All All All

Application Curl Libcurl 7.21.5 All All All

Application Curl Libcurl 7.21.6 All All All

Application Curl Libcurl 7.21.7 All All All

Application Curl Libcurl 7.22.0 All All All

Application Curl Libcurl 7.23.0 All All All

Application Curl Libcurl 7.23.1 All All All

Application Curl Libcurl 7.20.0 All All All

Application Curl Libcurl 7.20.1 All All All

Application Curl Libcurl 7.21.0 All All All

Application Curl Libcurl 7.21.1 All All All

Application Curl Libcurl 7.21.2 All All All

Application Curl Libcurl 7.21.3 All All All

Application Curl Libcurl 7.21.4 All All All

Application Curl Libcurl 7.21.5 All All All

Application Curl Libcurl 7.21.6 All All All

Application Curl Libcurl 7.21.7 All All All

Application Curl Libcurl 7.22.0 All All All

Application Curl Libcurl 7.23.0 All All All

Application Curl Libcurl 7.23.1 All All All
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URL sanitize: reject URLs containing bad data · curl/curl@75ca568 · GitHub
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Bug 773457 – CVE-2012-0036 curl: URL sanitization vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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