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Summary

CVE CVE-2012-0048

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-25 10:29:00 UTC

Updated 2012-08-27 04:00:00 UTC

Description OpenTTD 0.3.5 through 1.1.4 allows remote attackers to cause a denial of service (game pause) by connecting to the server and not finishing the (1) authorization phase or (2) map download, aka a "slow read" attack.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openttd Openttd 0.3.5 All All All

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.3.7 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.4.8 rc1 All All

Application Openttd Openttd 0.4.8 rc2 All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.0 rc1 All All

Application Openttd Openttd 0.5.0 rc2 All All

Application Openttd Openttd 0.5.0 rc3 All All

Application Openttd Openttd 0.5.0 rc4 All All

Application Openttd Openttd 0.5.0 rc5 All All
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Application Openttd Openttd 0.5.0 rc5 All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.1 rc1 All All

Application Openttd Openttd 0.5.1 rc2 All All

Application Openttd Openttd 0.5.1 rc3 All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.2 rc1 All All

Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.5.3 rc1 All All

Application Openttd Openttd 0.5.3 rc2 All All

Application Openttd Openttd 0.5.3 rc3 All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.0 beta1 All All

Application Openttd Openttd 0.6.0 beta2 All All

Application Openttd Openttd 0.6.0 beta3 All All

Application Openttd Openttd 0.6.0 beta4 All All

Application Openttd Openttd 0.6.0 beta5 All All

Application Openttd Openttd 0.6.0 rc1 All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.1 rc1 All All

Application Openttd Openttd 0.6.1 rc2 All All

Application Openttd Openttd 0.6.2 All All All

Application Openttd Openttd 0.6.2 rc1 All All

Application Openttd Openttd 0.6.2 rc2 All All

Application Openttd Openttd 0.6.2-rc1 All All All

Application Openttd Openttd 0.6.2-rc2 All All All

Application Openttd Openttd 0.6.3 All All All

Application Openttd Openttd 0.6.3 rc1 All All

Application Openttd Openttd 0.7.0 All All All

Application Openttd Openttd 0.7.0 beta1 All All

Application Openttd Openttd 0.7.0 beta2 All All

Application Openttd Openttd 0.7.0 rc1 All All

Application Openttd Openttd 0.7.0 rc2 All All

Application Openttd Openttd 0.7.1 All All All

Application Openttd Openttd 0.7.1 rc1 All All

Application Openttd Openttd 0.7.1 rc2 All All
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Application Openttd Openttd 0.7.1 rc3 All All

Application Openttd Openttd 0.7.2 All All All

Application Openttd Openttd 0.7.2 rc1 All All

Application Openttd Openttd 0.7.2 rc2 All All

Application Openttd Openttd 0.7.3 All All All

Application Openttd Openttd 0.7.3 rc1 All All

Application Openttd Openttd 0.7.3 rc2 All All

Application Openttd Openttd 0.7.4 All All All

Application Openttd Openttd 0.7.4 rc1 All All

Application Openttd Openttd 0.7.5 All All All

Application Openttd Openttd 0.7.5 rc1 All All

Application Openttd Openttd 1.0.0 All All All

Application Openttd Openttd 1.0.0 beta1 All All

Application Openttd Openttd 1.0.0 beta2 All All

Application Openttd Openttd 1.0.0 beta3 All All

Application Openttd Openttd 1.0.0 beta4 All All

Application Openttd Openttd 1.0.0 rc1 All All

Application Openttd Openttd 1.0.0 rc2 All All

Application Openttd Openttd 1.0.0 rc3 All All

Application Openttd Openttd 1.0.1 All All All

Application Openttd Openttd 1.0.1 rc1 All All

Application Openttd Openttd 1.0.1 rc2 All All

Application Openttd Openttd 1.0.2 All All All

Application Openttd Openttd 1.0.2 rc1 All All

Application Openttd Openttd 1.0.3 All All All

Application Openttd Openttd 1.0.3 rc1 All All

Application Openttd Openttd 1.0.4 All All All

Application Openttd Openttd 1.0.4 rc1 All All

Application Openttd Openttd 1.0.5 All All All

Application Openttd Openttd 1.0.5 rc1 All All

Application Openttd Openttd 1.0.5 rc2 All All

Application Openttd Openttd 1.1.3 All All All

Application Openttd Openttd 1.1.4 All All All

Application Openttd Openttd 0.3.5 All All All

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.3.7 All All All
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Application Openttd Openttd 0.3.7 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.4.8 rc1 All All

Application Openttd Openttd 0.4.8 rc2 All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.0 rc1 All All

Application Openttd Openttd 0.5.0 rc2 All All

Application Openttd Openttd 0.5.0 rc3 All All

Application Openttd Openttd 0.5.0 rc4 All All

Application Openttd Openttd 0.5.0 rc5 All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.1 rc1 All All

Application Openttd Openttd 0.5.1 rc2 All All

Application Openttd Openttd 0.5.1 rc3 All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.2 rc1 All All

Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.5.3 rc1 All All

Application Openttd Openttd 0.5.3 rc2 All All

Application Openttd Openttd 0.5.3 rc3 All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.0 beta1 All All

Application Openttd Openttd 0.6.0 beta2 All All

Application Openttd Openttd 0.6.0 beta3 All All

Application Openttd Openttd 0.6.0 beta4 All All

Application Openttd Openttd 0.6.0 beta5 All All

Application Openttd Openttd 0.6.0 rc1 All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.1 rc1 All All

Application Openttd Openttd 0.6.1 rc2 All All

Application Openttd Openttd 0.6.2 All All All
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Application Openttd Openttd 0.6.2 rc1 All All

Application Openttd Openttd 0.6.2 rc2 All All

Application Openttd Openttd 0.6.2-rc1 All All All

Application Openttd Openttd 0.6.2-rc2 All All All

Application Openttd Openttd 0.6.3 All All All

Application Openttd Openttd 0.6.3 rc1 All All

Application Openttd Openttd 0.7.0 All All All

Application Openttd Openttd 0.7.0 beta1 All All

Application Openttd Openttd 0.7.0 beta2 All All

Application Openttd Openttd 0.7.0 rc1 All All

Application Openttd Openttd 0.7.0 rc2 All All

Application Openttd Openttd 0.7.1 All All All

Application Openttd Openttd 0.7.1 rc1 All All

Application Openttd Openttd 0.7.1 rc2 All All

Application Openttd Openttd 0.7.1 rc3 All All

Application Openttd Openttd 0.7.2 All All All

Application Openttd Openttd 0.7.2 rc1 All All

Application Openttd Openttd 0.7.2 rc2 All All

Application Openttd Openttd 0.7.3 All All All

Application Openttd Openttd 0.7.3 rc1 All All

Application Openttd Openttd 0.7.3 rc2 All All

Application Openttd Openttd 0.7.4 All All All

Application Openttd Openttd 0.7.4 rc1 All All

Application Openttd Openttd 0.7.5 All All All

Application Openttd Openttd 0.7.5 rc1 All All

Application Openttd Openttd 1.0.0 All All All

Application Openttd Openttd 1.0.0 beta1 All All

Application Openttd Openttd 1.0.0 beta2 All All

Application Openttd Openttd 1.0.0 beta3 All All

Application Openttd Openttd 1.0.0 beta4 All All

Application Openttd Openttd 1.0.0 rc1 All All

Application Openttd Openttd 1.0.0 rc2 All All

Application Openttd Openttd 1.0.0 rc3 All All

Application Openttd Openttd 1.0.1 All All All

Application Openttd Openttd 1.0.1 rc1 All All
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Application Openttd Openttd 1.0.1 rc2 All All

Application Openttd Openttd 1.0.2 All All All

Application Openttd Openttd 1.0.2 rc1 All All

Application Openttd Openttd 1.0.3 All All All

Application Openttd Openttd 1.0.3 rc1 All All

Application Openttd Openttd 1.0.4 All All All

Application Openttd Openttd 1.0.4 rc1 All All

Application Openttd Openttd 1.0.5 All All All

Application Openttd Openttd 1.0.5 rc1 All All

Application Openttd Openttd 1.0.5 rc2 All All

Application Openttd Openttd 1.1.3 All All All
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