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CVE CVE-2012-0055
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-19 18:15:00 UTC
Updated 2020-02-28 14:33:00 UTC
Description OverlayFS in the Linux kernel before 3.0.0-16.28, as used in Ubuntu 10.0.4 LTS and 11.10, is missing inode security check

/ |

1|

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All

References |
Reference Source Link Tags
oss-security - Re: CVE Request: overlayfs MLIST www.openwall.com  Exploit,
USN-1384-1: Linux kernel (Oneiric backport) vulnerabilities | Ubuntu CONFIRM  www.ubuntu.com Third P
USN-1363-1: Linux kernel vulnerabilities | Ubuntu CONFIRM  www.ubuntu.com Third P
Bug 742027 — VUL-0: CVE-2012-0055: kernel: overlayfs: missing inode security checks MISC bugzilla.suse.com Issue T
CVE-2012-0055 - Red Hat Customer Portal MISC access.redhat.com  Third P
USN-1364-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu CONFIRM  www.ubuntu.com Third P
Bug #915941 “overlayfs does not honor Ixc-related permissions” : Bugs : linux package : Ubuntu  CONFIRM bugs.launchpad.net Exploit,
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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