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PUBLIC
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2012-02-02 00:55:00 UTC

2018-01-18 02:29:00 UTC

PHP before 5.3.9 has improper libxslt security settings, which allows remote attackers to create arbitrary files via a crafted >

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.0.0 All All All
Php Php 5.0.0 betal All All
Php Php 5.0.0 beta2 All All
Php Php 5.0.0 beta3 All All
Php Php 5.0.0 beta4 All All
Php Php 5.0.0 rcl All All
Php Php 5.0.0 rc2 All All
Php Php 5.0.0 rc3 All All
Php Php 5.0.1 All All All
Php Php 5.0.2 All All All
Php Php 5.0.3 All All All
Php Php 5.0.4 All All All
Php Php 5.0.5 All All All
Php Php 5.1.0 All All Al
Php Php 5.1.1 All All All
Php Php 5.1.2 All All All
Php Php 5.1.3 All All All
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Application Php Php 5.3.3 Al Al Al
Application Php Php 5.3.4 All All All
Application Php Php 5.3.5 All All All
Application Php Php 5.3.6 All All All
Application Php Php 5.3.7 All All All
Application Php Php All All All All
Reference

HPSBMU02786 SSRT100877 rev.2 - HP System Management Homepage (SMH) Running on Linux, Windows, and VMware ESX, Remote Ur
[security-announce] SUSE-SU-2012:0411-1: important: Security update for
oss-security - Re: CVE affected for PHP 5.3.9 ?

IBM X-Force Exchange

oss-security - Re: CVE affected for PHP 5.3.9 ?

Security Alerts - Secunia

[security-announce] openSUSE-SU-2012:0426-1: important: update for php5
oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - CVE affected for PHP 5.3.9 ?

[security-announce] SUSE-SU-2012:0472-1: important: Security update for
oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - Re: CVE affected for PHP 5.3.9 ?

PHP: PHP 5 ChangelLog

Debian -- Security Information -- DSA-2399-2 php5

oss-security - Re: CVE affected for PHP 5.3.9 ?

oss-security - Re: CVE affected for PHP 5.3.9 ?

PHP :: Bug #54446 :: Arbitrary file creation via libxslt 'output' extension
oss-security - Re: CVE affected for PHP 5.3.9 ?

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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