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Summary

CVE CVE-2012-0133

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-12 10:45:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description HP ProCurve 5400 zl switches with certain serial numbers include a compact flash card that contains an unspecified virus, which might allow user-assisted remote attackers to execute arbitrary code on a PC by leveraging manual transfer of this card.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Procurve Switch 5400zl All All All All

Hardware Hp Procurve Switch 5400zl All All All All

Hardware Hp Procurve Switch 5400zl Management Module id116as04p All All All

Hardware Hp Procurve Switch 5400zl Management Module id116as0hr All All All

Hardware Hp Procurve Switch 5400zl Management Module id117as00h All All All

Hardware Hp Procurve Switch 5400zl Management Module id126as0fb All All All

Hardware Hp Procurve Switch 5400zl Management Module id116as04p All All All

Hardware Hp Procurve Switch 5400zl Management Module id116as0hr All All All

Hardware Hp Procurve Switch 5400zl Management Module id117as00h All All All

Hardware Hp Procurve Switch 5400zl Management Module id126as0fb All All All

Hardware Hp Procurve Switch 5406-44g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5406-44g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5406-44g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5406-48gzl - All All All

Hardware Hp Procurve Switch 5406-48gzl - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /4g Sfp V2 - All All All
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Hardware Hp Procurve Switch 5406zl-44g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5406zl-44g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5412-92g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5412-92g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5412-92g-poe -4sfpzl - All All All

Hardware Hp Procurve Switch 5412-96gzl - All All All

Hardware Hp Procurve Switch 5412-96gzl - All All All

Hardware Hp Procurve Switch 5412zl-92g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5412zl-92g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5412zl-92g-poe /4g Sfp V2 - All All All

Hardware Hp Procurve Switch 5412zl-92gg-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch 5412zl-92gg-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch 5412zl-92gg-poe /2xg Sfp V2 - All All All

Hardware Hp Procurve Switch Chassis E5406zl - All All All

Hardware Hp Procurve Switch Chassis E5406zl - All All All

Hardware Hp Procurve Switch Chassis E5412zl - All All All

Hardware Hp Procurve Switch Chassis E5412zl - All All All

Hardware Hp Procurve Switch E5406zl - All All All

Hardware Hp Procurve Switch E5406zl - All All All

Hardware Hp Procurve Switch E5412zl - All All All

Hardware Hp Procurve Switch E5412zl - All All All

References

Reference Source Link

HP ProCurve 5400 zl Switch Includes Malware Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

SecurityFocus HP www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Advisory SA48738 - HP ProCurve 5400 zl Switch Malware Infected Compact Flash Card - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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