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Summary

CVE CVE-2012-0159

State PUBLISHED

Assigner microsoft

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-09 00:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, Windows 7 Gold and SP1, and Windows 8 Consumer Preview; Office 2003 SP3, 2007 SP2 and SP3, and 2010 Gold and SP1; Silverlight 4 before 4.1.10329; and Silverlight 5 before 5.1.10411 allow remote attackers to execute arbitrary code via a crafted TrueType font (TTF) file, aka "TrueType Font Parsing Vulnerability."

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Office 2003 sp3 All All

Application Microsoft Office 2007 sp2 All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Microsoft Office 2007 sp2 All All

Application Microsoft Office 2007 sp3 All All

Application Microsoft Office 2010 All All All

Application Microsoft Office 2010 sp1 All All

Application Microsoft Silverlight 4.0.50401.0 All All All

Application Microsoft Silverlight 4.0.50524.00 All All All

Application Microsoft Silverlight 4.0.50826.0 All All All

Application Microsoft Silverlight 4.0.50917.0 All All All

Application Microsoft Silverlight 4.0.51204.0 All All All

Application Microsoft Silverlight 4.0.60129.0 All All All

Application Microsoft Silverlight 4.0.60310.0 All All All

Application Microsoft Silverlight 4.0.60531.0 All All All

Application Microsoft Silverlight 4.0.60831.0 All All All

Application Microsoft Silverlight 4.1.10111.0 All All All

Application Microsoft Silverlight 5.0.60401.0 All All All

Application Microsoft Silverlight 5.0.60818.0 rc All All

Application Microsoft Silverlight 5.0.61118.0 All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 - sp1 x64 All

Operating System Microsoft Windows 7 - sp1 x86 All

Operating System Microsoft Windows 8 consumer_preview All All All

Operating System Microsoft Windows Server 2008 All sp2 All All

Operating System Microsoft Windows Server 2008 r2 All All All

Operating System Microsoft Windows Server 2008 r2 sp1 All All

Operating System Microsoft Windows Vista - sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp3 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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