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Summary

CVE CVE-2012-0213

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-07 21:55:00 UTC

Updated 2017-02-11 02:59:00 UTC

Description The UnhandledDataStructure function in hwpf/model/UnhandledDataStructure.java in Apache POI 3.8 and earlier allows remote attackers to cause a denial of service (OutOfMemoryError exception and possibly JVM destabilization) via a crafted length value in a Channel Definition Format (CDF) or Compound File Binary Format (CFBF) document.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Poi 0.1 All All All

Application Apache Poi 0.10.0 All All All

Application Apache Poi 0.11.0 All All All

Application Apache Poi 0.12.0 All All All

Application Apache Poi 0.13.0 All All All

Application Apache Poi 0.14.0 All All All

Application Apache Poi 0.2 All All All

Application Apache Poi 0.3 All All All

Application Apache Poi 0.4 All All All

Application Apache Poi 0.5 All All All

Application Apache Poi 0.6 All All All

Application Apache Poi 0.7 All All All

Application Apache Poi 1.0.0 All All All

Application Apache Poi 1.0.1 All All All

Application Apache Poi 1.0.2 All All All

Application Apache Poi 1.1.0 All All All

Application Apache Poi 1.10 dev All All
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https://cve.report/CVE-2012-0213/cve_org
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http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi
http://cve.report/vendor/apache
http://cve.report/software/apache/poi


Application Apache Poi 1.10 dev All All

Application Apache Poi 1.2.0 All All All

Application Apache Poi 1.5 All All All

Application Apache Poi 1.5.1 All All All

Application Apache Poi 1.7 dev All All

Application Apache Poi 1.8 dev All All

Application Apache Poi 2.0 All All All

Application Apache Poi 2.0 pre1 All All

Application Apache Poi 2.0 pre2 All All

Application Apache Poi 2.0 pre3 All All

Application Apache Poi 2.0 rc1 All All

Application Apache Poi 2.0 rc2 All All

Application Apache Poi 2.5 All All All

Application Apache Poi 2.5.1 All All All

Application Apache Poi 3.0 All All All

Application Apache Poi 3.0 alpha1 All All

Application Apache Poi 3.0 alpha2 All All

Application Apache Poi 3.0 alpha3 All All

Application Apache Poi 3.0.1 All All All

Application Apache Poi 3.0.2 All All All

Application Apache Poi 3.0.2 beta1 All All

Application Apache Poi 3.0.2 beta2 All All

Application Apache Poi 3.1 All All All

Application Apache Poi 3.1 beta1 All All

Application Apache Poi 3.1 beta2 All All

Application Apache Poi 3.2 All All All

Application Apache Poi 3.5 All All All

Application Apache Poi 3.5 beta1 All All

Application Apache Poi 3.5 beta2 All All

Application Apache Poi 3.5 beta3 All All

Application Apache Poi 3.5 beta4 All All

Application Apache Poi 3.5 beta5 All All

Application Apache Poi 3.5 beta6 All All

Application Apache Poi 3.6 All All All

Application Apache Poi 3.7 All All All

Application Apache Poi 3.7 beta1 All All
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Application Apache Poi 3.7 beta2 All All

Application Apache Poi 3.7 beta3 All All

Application Apache Poi 3.8 beta1 All All

Application Apache Poi 3.8 beta2 All All

Application Apache Poi 3.8 beta3 All All

Application Apache Poi 3.8 beta4 All All

Application Apache Poi 3.8 beta5 All All

Application Apache Poi 0.1 All All All

Application Apache Poi 0.10.0 All All All

Application Apache Poi 0.11.0 All All All

Application Apache Poi 0.12.0 All All All

Application Apache Poi 0.13.0 All All All

Application Apache Poi 0.14.0 All All All

Application Apache Poi 0.2 All All All

Application Apache Poi 0.3 All All All

Application Apache Poi 0.4 All All All

Application Apache Poi 0.5 All All All

Application Apache Poi 0.6 All All All

Application Apache Poi 0.7 All All All

Application Apache Poi 1.0.0 All All All

Application Apache Poi 1.0.1 All All All

Application Apache Poi 1.0.2 All All All

Application Apache Poi 1.1.0 All All All

Application Apache Poi 1.10 dev All All

Application Apache Poi 1.2.0 All All All

Application Apache Poi 1.5 All All All

Application Apache Poi 1.5.1 All All All

Application Apache Poi 1.7 dev All All

Application Apache Poi 1.8 dev All All

Application Apache Poi 2.0 All All All

Application Apache Poi 2.0 pre1 All All

Application Apache Poi 2.0 pre2 All All

Application Apache Poi 2.0 pre3 All All

Application Apache Poi 2.0 rc1 All All

Application Apache Poi 2.0 rc2 All All

Application Apache Poi 2.5 All All All
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Application Apache Poi 2.5 All All All

Application Apache Poi 2.5.1 All All All

Application Apache Poi 3.0 All All All

Application Apache Poi 3.0 alpha1 All All

Application Apache Poi 3.0 alpha2 All All

Application Apache Poi 3.0 alpha3 All All

Application Apache Poi 3.0.1 All All All

Application Apache Poi 3.0.2 All All All

Application Apache Poi 3.0.2 beta1 All All

Application Apache Poi 3.0.2 beta2 All All

Application Apache Poi 3.1 All All All

Application Apache Poi 3.1 beta1 All All

Application Apache Poi 3.1 beta2 All All

Application Apache Poi 3.2 All All All

Application Apache Poi 3.5 All All All

Application Apache Poi 3.5 beta1 All All

Application Apache Poi 3.5 beta2 All All

Application Apache Poi 3.5 beta3 All All

Application Apache Poi 3.5 beta4 All All

Application Apache Poi 3.5 beta5 All All

Application Apache Poi 3.5 beta6 All All

Application Apache Poi 3.6 All All All

Application Apache Poi 3.7 All All All

Application Apache Poi 3.7 beta1 All All

Application Apache Poi 3.7 beta2 All All

Application Apache Poi 3.7 beta3 All All

Application Apache Poi 3.8 beta1 All All

Application Apache Poi 3.8 beta2 All All

Application Apache Poi 3.8 beta3 All All

Application Apache Poi 3.8 beta4 All All

Application Apache Poi 3.8 beta5 All All

Application Apache Poi All All All All

References

Reference

Debian -- Security Information -- DSA-2468-1 libjakarta-poi-java
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Support / Security / Advisories / / MDVSA-2013:094 | Mandriva

Support/Advisories/MGASA-2013-0044 - Mageia wiki

Apache POI CVE-2012-0213 Denial Of Service Vulnerability

799078 – (CVE-2012-0213) CVE-2012-0213 apache-poi, jakarta: JVM destabilization due to memory exhaustion when processing CDF/CFBF files

[SECURITY] Fedora 17 Update: apache-poi-3.8-2.fc17

Security Advisory SA50549 - Red Hat update for JBoss Enterprise Portal Platform - Secunia

Red Hat Customer Portal

Security Bulletin: Vulnerabilities in Apache POI affects IBM InfoSphere Information Server

Security Advisory SA49040 - Debian update for libjakarta-poi-java - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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