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Summary

CVE CVE-2012-0229

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-15 18:55:00 UTC

Updated 2018-01-04 02:29:00 UTC

Description The Data Archiver service in GE Intelligent Platforms Proficy Historian 4.5 and earlier allows remote attackers to cause a denial of service (memory corruption) or possibly execute arbitrary code via a crafted session on TCP port 14000 to (1) ihDataArchiver.exe or (2) ihDataArchiver_x64.exe.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ge Intelligent Platforms Proficy Historian 1.0 All All All

Application Ge Intelligent Platforms Proficy Historian 2.0 All All All

Application Ge Intelligent Platforms Proficy Historian 2.0 beta All All

Application Ge Intelligent Platforms Proficy Historian 3.0 All All All

Application Ge Intelligent Platforms Proficy Historian 3.1 All All All

Application Ge Intelligent Platforms Proficy Historian 3.5 All All All

Application Ge Intelligent Platforms Proficy Historian 4.0 All All All

Application Ge Intelligent Platforms Proficy Historian 1.0 All All All

Application Ge Intelligent Platforms Proficy Historian 2.0 All All All

Application Ge Intelligent Platforms Proficy Historian 2.0 beta All All

Application Ge Intelligent Platforms Proficy Historian 3.0 All All All

Application Ge Intelligent Platforms Proficy Historian 3.1 All All All

Application Ge Intelligent Platforms Proficy Historian 3.5 All All All

Application Ge Intelligent Platforms Proficy Historian 4.0 All All All

Application Ge Intelligent Platforms Proficy Historian All All All All
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Reference Source Link Tags

About Secunia Research | Flexera SECUNIA secunia.com

404 - File Not Found | CISA MISC www.us-cert.gov US Government Resource

GE Proficy Historian Data Archiver Service Remote Memory Corruption Vulnerability BID www.securityfocus.com

GE Customer Center MISC support.ge-ip.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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