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Summary

CVE CVE-2012-0254

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-08 10:28:00 UTC

Updated 2022-02-03 19:44:00 UTC

Description Stack-based buffer overflow in the HMIWeb Browser HSCDSPRenderDLL ActiveX control in Honeywell Process Solutions (HPS) Experion R2xx, R30x, R31x, and R400.x; Honeywell Building Solutions (HBS) Enterprise Building Manager R400 and R410.1; and Honeywell Environmental Combustion and Controls (ECC) SymmetrE R410.1 allows remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Honeywell Enterprise Building Manager r400 All All All

Application Honeywell Enterprise Building Manager r410.1 All All All

Application Honeywell Experion r200 All All All

Application Honeywell Experion r300 All All All

Application Honeywell Experion r310 All All All

Application Honeywell Experion r400.0 All All All

Application Honeywell Symmetre r410.1 All All All

Application Honeywellprocess Enterprise Building Manager r400 All All All

Application Honeywellprocess Enterprise Building Manager r410.1 All All All

Application Honeywellprocess Enterprise Building Manager r400 All All All

Application Honeywellprocess Enterprise Building Manager r410.1 All All All

Application Honeywellprocess Experion r200 All All All

Application Honeywellprocess Experion r300 All All All

Application Honeywellprocess Experion r310 All All All

Application Honeywellprocess Experion r400.0 All All All

Application Honeywellprocess Experion r200 All All All

Application Honeywellprocess Experion r300 All All All
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Application Honeywellprocess Experion r300 All All All

Application Honeywellprocess Experion r310 All All All

Application Honeywellprocess Experion r400.0 All All All

Application Honeywellprocess Symmetre r410.1 All All All

Application Honeywellprocess Symmetre r410.1 All All All

References

Reference Source Link Tags

All Notifications MISC www.honeywellprocess.com

404 - File Not Found | CISA MISC www.us-cert.gov US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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