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Summary

CVE CVE-2012-0276

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-17 21:55:00 UTC

Updated 2012-07-18 04:00:00 UTC

Description Multiple heap-based buffer overflows in XnView before 1.99 allow remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via a (1) SGI32LogLum compressed TIFF image or (2) SGI32LogLum compressed TIFF image with the PhotometricInterpretation encoding set to LogL.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xnview Xnview All All All All

References

Reference Source Link

Security Advisory SA48666 - XnView Multiple Image Decompression Vulnerabilities - Secunia SECUNIA secunia.com

XnView 1.98.8 TIFF Image Processing Heap Overflow EXPLOIT-DB www.exploit-db.com

{PRL} XnView TIFF Image Processing Heap Overflow MISC www.protekresearchlab.com

XnView 1.98.8 TIFF Image Processing Heap Overflow (2) EXPLOIT-DB www.exploit-db.com

XnView • View topic - XnView 1.99 CONFIRM newsgroup.xnview.com

{PRL} XnView TIFF Image Processing Heap Overflow MISC www.protekresearchlab.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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