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Summary

CVE CVE-2012-0315

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-22 13:54:00 UTC

Updated 2017-11-22 20:09:00 UTC

Description Untrusted search path vulnerability in ALFTP before 5.31 allows local users to gain privileges via a Trojan horse executable file in a directory that is accessed for reading an extensionless file, as demonstrated by executing the README.exe file when a user attempts to access the README file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Estsoft Alftp 4.1 All All All

Application Estsoft Alftp 4.1 beta2 All All

Application Estsoft Alftp 4.1 beta2 All en

Application Estsoft Alftp 5.0 All All All

Application Estsoft Alftp 5.1 beta2 All All

Application Estsoft Alftp 4.1 All All All

Application Estsoft Alftp 4.1 beta2 All All

Application Estsoft Alftp 4.1 beta2 All en

Application Estsoft Alftp 5.0 All All All

Application Estsoft Alftp 5.1 beta2 All All

Application Estsoft Alftp All All All All

References

Reference Source Link Tags

Japan Vulnerability Notes/Information from ESTsoft Corp. MISC jvn.jp Third Party Advisory, VDB Entry

JVN#85695061: ALFTP may insecurely load executable files JVN jvn.jp Third Party Advisory, VDB Entry

ALTools｜ダウンロード(無料セキュリティ,圧縮解凍ソフト,音楽再生ソフト) MISC www.altools.jp Broken Link, Patch
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ALTools｜お知らせ MISC www.altools.jp Broken Link

JVNDB-2012-000011 JVNDB jvndb.jvn.jp Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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