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Summary

CVE CVE-2012-0316

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-02 00:55:00 UTC

Updated 2018-01-11 02:29:00 UTC

Description The Cookpad 1.5.16 and earlier and Cookpad Noseru 1.1.1 and earlier applications for Android do not properly implement the WebView class, which allows remote attackers to obtain sensitive information via a crafted application.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cookpad Android Activities All All All All

Application Cookpad Android Mykitchen All All All All

References

Reference Source Link

JVNDB-2012-000014 JVNDB jvndb.jvn.jp

79643 OSVDB osvdb.org

Security Advisory SA48065 - Cookpad for Android / Cookpad Noseru for Android Security Bypass Security Issue - Secunia SECUNIA secunia.com

JVN#25731073: Multiple COOKPAD applications for Android vulnerable in WebView class JVN jvn.jp

Cookpad and Cookpad Noseru for Android 'WebView' Class Information Disclosure Vulnerability BID www.securityfocus.com

クックパッドヘルプセンター: 【Android クックパッドアプリご利用の方へ】最新版への更新のお願い CONFIRM cookpad.typepad.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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