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Summary

CVE CVE-2012-0369

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-01 01:55:00 UTC

Updated 2018-01-05 02:29:00 UTC

Description Cisco Wireless LAN Controller (WLC) devices with software 6.0 and 7.0 before 7.0.220.0, 7.1 before 7.1.91.0, and 7.2 before 7.2.103.0 allow remote attackers to cause a denial of service (device reload) via a sequence of IPv6 packets, aka Bug ID CSCtt07949.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 2000 Wireless Lan Controller All All All All

Hardware Cisco 2000 Wireless Lan Controller All All All All

Hardware Cisco 2100 Wireless Lan Controller All All All All

Hardware Cisco 2100 Wireless Lan Controller All All All All

Hardware Cisco 2106 Wireless Lan Controller All All All All

Hardware Cisco 2106 Wireless Lan Controller All All All All

Hardware Cisco 2112 Wireless Lan Controller All All All All

Hardware Cisco 2112 Wireless Lan Controller All All All All

Hardware Cisco 2125 Wireless Lan Controller All All All All

Hardware Cisco 2125 Wireless Lan Controller All All All All

Hardware Cisco 2500 Wireless Lan Controller All All All All

Hardware Cisco 2500 Wireless Lan Controller All All All All

Hardware Cisco 2504 Wireless Lan Controller All All All All

Hardware Cisco 2504 Wireless Lan Controller All All All All

Hardware Cisco 4100 Wireless Lan Controller All All All All

Hardware Cisco 4100 Wireless Lan Controller All All All All

Hardware Cisco 4400 Wireless Lan Controller All All All All
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Hardware Cisco 4400 Wireless Lan Controller All All All All

Hardware Cisco 4400 Wireless Lan Controller All All All All

Hardware Cisco 4402 Wireless Lan Controller All All All All

Hardware Cisco 4402 Wireless Lan Controller All All All All

Hardware Cisco 4404 Wireless Lan Controller All All All All

Hardware Cisco 4404 Wireless Lan Controller All All All All

Hardware Cisco 5508 Wireless Controller All All All All

Hardware Cisco 5508 Wireless Controller All All All All

Operating System Cisco Wireless Lan Controller Software 6.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.182.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.188.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.196.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.199.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.199.4 All All All

Operating System Cisco Wireless Lan Controller Software 7.0 All All All

Operating System Cisco Wireless Lan Controller Software 7.0.98.0 All All All

Operating System Cisco Wireless Lan Controller Software 7.1 All All All

Operating System Cisco Wireless Lan Controller Software 7.2 All All All

Operating System Cisco Wireless Lan Controller Software 6.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.182.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.188.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.196.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.199.0 All All All

Operating System Cisco Wireless Lan Controller Software 6.0.199.4 All All All

Operating System Cisco Wireless Lan Controller Software 7.0 All All All

Operating System Cisco Wireless Lan Controller Software 7.0.98.0 All All All

Operating System Cisco Wireless Lan Controller Software 7.1 All All All

Operating System Cisco Wireless Lan Controller Software 7.2 All All All

References

Reference Source Link Tags

Cisco Security Advisory: Multiple Vulnerabilities in Cisco Wireless LAN Controllers CISCO tools.cisco.com Vendor Advisory

20120229 Cisco Security Advisory: Multiple Vulnerabilities in Cisco Wireless LAN Controllers BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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